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Security Findings

 Uses hard coded credentials for secure operations
 Loads an external library dynamically

 No hard coded initialization vector (IV)
 No malware detected
 Application transport security enabled
 Not vulnerable to known OS attacks
 Does not access risk files over the network
 Proper Keychain Protection
 Data at rest encryption
 Uses iOS provided encryption
 App checks for trusted environment
 No unencrypted network connections made
 SSL pinning detected
 Memory Protections Enabled
 RASP detected
 No HTTP URLs found in application

Privacy Findings

 Exposes sensitive information
 Has in app purchases
 Connection to foreign country
 Integrates with an ad network
 Integrates with a social network

 Does not expose low risk sensitive information
 Does not get information about the user
 No cloud storage integration
 Does not access calendar

Device Functionality Findings

 Can interact with sending SMS/MMS messages
 Can access microphone
 Accesses photos and/or videos
 Can interact with email client on device
 Accesses the Internet
 Can modify files
 Can read files

 Does not access camera
 No access to contacts/address book
 Does not access Bluetooth
 Does not access location

Additional Evidence

 Application Information
 Permissions Requested
 Keychain Operations
 AV Scan Results
 Sensitive Data Exposure
 Hard Coded Credentials
 App Transport Security
 Network Traffic
 File Access

NIAP Sections

 FPR_ANO_EXT.1.1: User Consent for Transmission of Personally Identifiable
Information
 FCS_RBG_EXT.1.1: Random Bit Generation Services
 FMT_SMF.1.1: Specification of Management Functions
 FCS_COP.1(1): Cryptographic Operation - Signing
 FMT_CFG_EXT.1.1: Secure by Default Configuration
 FTP_DIT_EXT.1.1: Protection of Data in Transit
 FCS_COP.1(2): Cryptographic Operation - Signing
 FCS_CKM.2: Cryptographic Key Establishment
 FDP_NET_EXT.1.1: Network Communications
 FCS_CKM_EXT.1: Cryptographic Key Generation Services
 FCS_HTTPS_EXT.1.1: HTTPS Protocol
 FCS_CKM.1.1: Cryptographic Symmetric Key Generation
 FMT_MEC_EXT.1.1: Supported Configuration Mechanism
 FDP_DEC_EXT.1.2: Access to Platform Resources
 FDP_DEC_EXT.1.1: Access to Platform Resources
 FPT_TUD_EXT.1.3: Integrity for Installation and Update
 FPT_LIB_EXT.1.1: Use of Third Party Libraries
 FPT_TUD_EXT.1.5: Integrity for Installation and Update
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 FCS_COP.1(3): Cryptographic Operation - Signing

 FPT_TUD_EXT.1.4: Integrity for Installation and Update
 FPT_AEX_EXT.1.3: Access to Platform Resources
 FPT_AEX_EXT.1.4: Anti-Exploitation Capabilities
 FPT_TUD_EXT.1.2: Integrity for Installation and Update
 FPT_AEX_EXT.1.2: Requests to Map Memory with execute permissions
using mprotect
 FPT_TUD_EXT.1.6: Integrity for Installation and Update
 FPT_AEX_EXT.1.1: Requests to Map Memory using mmap
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Tests Performed


HIGH

Exploitable Uses hard coded credentials for secure operations dynamic CVSS Score: 6.5 CWE-798

All execution is monitored during Dynamic Analysis for cryptographic operations. All operations are logged with provided encryption keys and hard-
coded keys are flagged.


Test Performed
Scans were performed on the application's byte code and any packaged SDKs to search for hard-coded credentials used in cryptographic functions. These co
des are declared as constant values within the application's code.


Remediation
The hard-coded keys should be removed from the application and replaced with securely generated cryptographic keys. More information can be found here
https://developer.apple.com/documentation/security/certificate_key_and_trust_services/keys/generating_new_cryptographic_keys.


Finding Impact
Credentials that are hard-coded in the application code base could be extracted by an attacker and used to gain privileged access to data. Even if they are no
t used in the active code base they should be trimmed out in order to stay in line with best practices.

 Evidence

Hard Coded Credentials





Threat Details
Encryption should always be performed with keys that are random or as cl
ose to random as possible. Randomly generated keys make reversing encr
yption operations much more difficult. Hard-coded encryption keys allow f
or easy reversing of encryption operations as an attacker already has the c
redentials. Attackers that are able to locate the hard-coded key can use it t
o reverse any operation and gain access to the previously encrypted data.



Regulations
Fail OWASP: M2: Insecure Data Storage
Fail OWASP: M5: Insufficient Cryptography
Fail OWASP: M7: Client Code Quality
Fail NIAP: FMT_CFG_EXT.1.1
Fail GDPR: Article 32: Security of Processing
Fail GDPR: Article 5: Principles Relating to Processing of Personal Data
Fail GDPR: Article 25: Data Protection by Design and by Default


HIGH

Exploitable Exposes sensitive information dynamic CVSS Score: 5.3 CWE-200

The application sends sensitive information over the network. Sensitive information is any data that can be used to identify the device and/or user.


Test Performed
We scan all network traffic generated during Dynamic Analysis for any sensitive information. This includes both plain text HTTP and encrypted HTTPS.


Remediation
The developer should review the URL of the social network connection to identify which domain the data is sent to. Using the URL and domain information th
ey can then identify the entity/sdk the connection comes from and search their codebase for the origin of the network connection.


Finding Impact
User, device, or organizational data is exposed through network traffic. The data could be harvested or used by untrusted parties.

 Evidence

Sensitive Data Exposure





Threat Details
Sensitive information should be carefully reviewed to ensure it is only shared 
when absolutely necessary. Quokka highlights ALL sensitive information sent, 
including those to Apple, & the app developer to ensure the user is aware of 
all connections. Sharing of device metadata and unique user IDs (advertising 
IDs, generic user identifiers, etc) can be used in conjunction with other 
collected data to track users and identify them based off what seems to be 
innocuous information.



Regulations
Fail OWASP: M7: Client Code Quality
Fail NIAP: FPR_ANO_EXT.1.1
Fail GDPR: Article 44 - General Principle for Transfers to Third Countries

or International Organizations
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MEDIUM

Loads an external library dynamically dynamic CVSS Score: 3.9 CWE-470

All execution is monitored during Dynamic Analysis for loading of an external library.


Test Performed
All execution during Dynamic Analysis is monitored for the loading of an external library.


Remediation
The developer can remove the code referencing the third party library from the application. This can be located by searching the code base for the name of t
he third party library and reviewing any libraries packaged with the app.


Finding Impact
Dynamically loaded libraries that are not verified with a hash or other mechanism have the potential to load vulnerable and/or malicious code into the applic
ation and comprimise the integrity of the app. This could lead to private information leakage of the user and or the app development organization.

 Evidence

Libraries Loaded:
vpn.app
ZendeskCoreSDK.framework
ZendeskProviderSDK.framework
ZendeskSDK.framework
CydiaSubstrate.framework
Security
Accounts
StoreKit
AdSupport
CoreTelephony
CoreTelephony.framework
CoreTelephony.framework
ZendeskCoreSDK.framework
ZendeskSDK.framework
ZendeskProviderSDK.framework




Threat Details
If the developer does not verify the security and validity of the dynamically
loaded library it is possible it could introduce vulnerabilities, flaws, or unin
tended functionality in the application.



Regulations
Review OWASP: M6: Insecure Authorization
Review NIAP: FPT_API_EXT.1.1
Review NIAP: FPT_LIB_EXT.1.1
Review GDPR: Article 17: Right to be Forgotten


MEDIUM

Has in app purchases static CVSS Score: 2.3

We determine if the application requires the StoreKit framework for accessing in-app purchases functionality.


Test Performed
We determine if the application uses the iOS framework for providing in-app purchases as well as parsing information from the App Store.


Remediation
The developer can remove the framework from the application binary. If the developer did not explicitly add the framework, they are often added during the
build process from third party development tools or libraries.


Finding Impact
Developer should ensure that this permission is needed for the core functionality of the application. Extraneous permissions and functions increase the size
of the application. Additionaly users are wary of overly permissive apps.

 Evidence




Threat Details
Purchases can be made through the user's Apple account. In-app purchas
es can be used to trick users into payments for superfluous reasons.


Regulations

Review NIAP: FDP_DEC_EXT.1.1
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Relevant Framework(s):

Framework Description

StoreKit.framework Contains interfaces for handling the financial transactions associated with in-app purchases.


MEDIUM

Can interact with sending SMS/MMS messages static CVSS Score: 2.3

We determine if the application requires the MessageUI framework and uses the MFMessage class for sending SMS messages through the app.


Test Performed
We identify if the framework for SMS/MMS messages is used by the application and if the app uses the MFMessage class.


Remediation
The developer can remove the framework from the application binary. If the developer did not explicitly add the framework, they are often added during the
build process from third party development tools or libraries.


Finding Impact
Developer should ensure that this permission is needed for the core functionality of the application. Extraneous permissions and functions increase the size
of the application. Additionaly users are wary of overly permissive apps.

 Evidence

Relevant Framework(s):





Threat Details
Access to this framework allows the app to pre-populate an SMS message
with a destination number and message contents. This functionality could
be used to trick the user into sending messages without reviewing content
but does require user interaction to finalize.


Regulations

Review NIAP: FDP_DEC_EXT.1.2

Framework Description

MessageUI.framework Contains interfaces for composing and queuing email or SMS.


MEDIUM

Can access microphone static CVSS Score: 2.3

We determine if the application uses the AVFoundation, AudioToolbox or ReplayKit frameworks for accessing the microphone on the device.


Test Performed
We identify if the framework used for accessing the microphone is used by the application.


Remediation
The developer can remove the framework from the application binary. If the developer did not explicitly add the framework, they are often added during the
build process from third party development tools or libraries.


Finding Impact
Developer should ensure that this permission is needed for the core functionality of the application. Extraneous permissions and functions increase the size
of the application. Additionaly users are wary of overly permissive apps.





Threat Details
Access to record audio on the device should be considered dangerous. Ap
plications should be reviewed carefully to determine if they need access to
these features to support their core functionality. Application developer an
d country of origin should also be taken into account when reviewing if the
application should be run with this access.



Regulations
Review NIAP: FDP_DEC_EXT.1.1
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing
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 Evidence

None

Relevant Framework(s):

Framework Description

AVFoundation.framework Requires Permission Contains Objective-C interfaces for playing and recording audio and video.

CoreVideo.framework Contains low-level routines for manipulating audio and video (included with other frameworks indirectly).

CoreMedia.framework Contains low-level routines for manipulating audio and video.

AudioToolbox.framework Requires Permission Contains the interfaces for handling audio stream data and for playing and recording audio.


MEDIUM

Accesses photos and/or videos static CVSS Score: 2.3

We determine if the application uses the AssetsLibrary or PhotoKit frameworks for accessing the photos and videos on the device.


Test Performed
We identify if the application uses the framework to access photos and videos stored on the device.


Remediation
The developer can remove the framework from the application binary. If the developer did not explicitly add the framework, they are often added during the
build process from third party development tools or libraries.


Finding Impact
Developer should ensure that this permission is needed for the core functionality of the application. Extraneous permissions and functions increase the size
of the application. Additionaly users are wary of overly permissive apps.

 Evidence

Relevant Framework(s):
None




Threat Details
Access to the user's photo and video library should be considered sensitiv
e. Any and all user photos stored in this library can be accessed by the ap
plication.



Regulations
Review NIAP: FDP_DEC_EXT.1.2
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing

Permission Info Description

 Photos reason for the app to access the user's photo library Need your approval to access photo library!


MEDIUM

Connection to foreign country dynamic CVSS Score: 4.3

The application connects to servers located outside of your designated home country. By default this is set to the United States and can be modified in
the "Settings" menu for your user account under "Analysis" settings.
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Test Performed
We examine all network traffic to determine the countries that the application connects to.


Remediation
The developer should review the URL of the foreign connections to identify which domain the data is sent to. Using the URL and domain information they can
then identify the entity/sdk the connection comes from and search their codebase for the origin of the network connection.


Finding Impact
Developer should ensure connections going outside the targeted app country are necessary and legitimate. Extraneous connections and sending data to untr
usted countries could be a violation of GDPR.

 Evidence



Threat Details
Connections to other countries can be important for many regulations and
application standards, one prominent example is GDPR in the EU. Evaluato
rs should consider what level of access and information the app has and l
ook at which countries are connected to in order to determine the threat p
rofile.


Regulations

Fail GDPR: Article 44 - General Principle for Transfers to Third Countries
or International Organizations

Foreign connections

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125
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CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125

CN  203.119.214.125


LOW

Integrates with an ad network dynamic CVSS Score: 3.5

The application integrates with an advertising network.


Test Performed
We scan through all network traffic generated by the application during Dynamic Analysis for the presence of Advertising Network traffic being transmitted.


Remediation
The developer should review the URL of the advertising connection to identify which domain the data is sent to. Using the URL and domain information they c
an then identify the entity/sdk the connection comes from and search their codebase for the origin of the network connection.


Finding Impact
Developers often include third-party advertisement libraries in their applications. Developers should ensure that this advertising data is stored in a trusted l
ocation and transmitted in a secure manner. If the third-party provider does not meet these standards this can be a breach of privacy regulations like GDPR.

 Evidence

Ad Networks Detected:
DoubleClick US/International (Google)
Admob US/International (Google)





Threat Details
Integration with advertising networks allows for tracking the user based o
ff advertising identifiers and device metadata. This information can be co
mbined with other datasets in the backend to identify user behavior, prefe
rences, locations, and more. Special attention should be given to advertise
rs based in un-trusted countries.



Regulations
Review NIAP: FPR_ANO_EXT.1.1
Review GDPR: Article 44 - General Principle for Transfers to Third

Countries or International Organizations
Review GDPR: Article 17: Right to be Forgotten
Fail GDPR: Article 22: Automated Individual Decision-Making, Including

Profiling


LOW

Integrates with a social network dynamic CVSS Score: 3.5

The application connects to at least one social networking service.


Test Performed
We scan through all network traffic generated by the application during Dynamic Analysis for the presence of communication with know social networks.


Remediation
The developer may remove any social network related SDKs from their application and perform string searches for social network URLs that may be in their o
wn code base.


Finding Impact
Developers often include links to social networks in their applications. Developers should ensure that data sent to these networks are stored in a trusted loca
tion and transmitted in a secure manner. If the social network does not meet these standards this can be a breach of privacy regulations like GDPR.

 Evidence





Threat Details
Integration with social networks is common in consumer applications and
should be considered normal. For business applications that may contain
sensitive data connections to social networks should be reviewed for the d
ata shared and purpose.



Regulations
Review NIAP: FPR_ANO_EXT.1.1
Review GDPR: Article 44 - General Principle for Transfers to Third

Countries or International Organizations
Review GDPR: Article 17: Right to be Forgotten
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Relevant Framework(s):
None


LOW

Can interact with email client on device static CVSS Score: 2.3

The application can interact with the email client on the device.


Test Performed
We identify if the framework to interact with the email client is used by the application.


Remediation
The developer can remove the MessageUI framework from the application if it is not needed.


Finding Impact
Developer should ensure that this permission is needed for the core functionality of the application. Extraneous permissions and functions increase the size
of the application. Additionaly users are wary of overly permissive apps.

 Evidence

Relevant Framework(s):




Threat Details
The application can pre-populate emails for the user to send, this can lead
to abuse and information exposure for less security concious users.


Regulations

Review NIAP: FDP_DEC_EXT.1.2

Framework Description

MessageUI.framework Contains interfaces for composing and queuing email or SMS.


LOW

Accesses the Internet hybrid CVSS Score: null

All execution is monitored during Dynamic Analysis for network traffic. If any network traffic is seen, this issue is flagged.


Test Performed
We identify if the application requires permission to open network sockets for communication.


Remediation
The developer can remove any network calls initiated by the application by searching for methods like NSURLConnection.


Finding Impact
Developers should be aware of all potential network connections in their application. What data is sent and where is very important for not violating privacy r
egulations like GDPR. Ensure not only developer source code is considered, but also data handled by third-party libraries or frameworks.

 Evidence

Network Traffic




Threat Details
Access to the internet should be considered normal for any application tha
t has a backend infrastructure. This should only be considered a risk if the
application purports to not have any internet connectivity.

 Regulations


LOW

Can modify files hybrid CVSS Score: 2.3

The application writes files to the device.
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Test Performed
All execution is monitored during Dynamic Analysis for NSFileManager operations. All fwrite operations are logged with the file name and path.


Remediation
The developer can look for NSFileManager operations, specifically fwrite operations inside their codebase. These can be trimmed from the application as nee
ded.


Finding Impact
Developer should ensure that this permission is needed for the core functionality of the application. Extraneous permissions and functions increase the size
of the application. Additionaly users are wary of overly permissive apps. Files stored on the device should also be encrypted, otherwise they may be exposed
when used on a comprimised device.

 Evidence

File Access



Threat Details
Access to modify files is limited to files in the application's private containe
r and shared containers from the same developer. This functionality could
be used to share information collected to another application with less pri
vileged access.


Regulations

Review NIAP: FDP_DEC_EXT.1.2


LOW

Can read files hybrid CVSS Score: 2.3

The application reads files on the device.


Test Performed
All execution is monitored during Dynamic Analysis for NSFileManager operations. All fopen operations are logged with the file name and path.


Remediation
The developer can look for NSFileManager operations, specifically fopen operations inside their codebase. These can be trimmed from the application as nee
ded.


Finding Impact
Developer should ensure that this permission is needed for the core functionality of the application. Extraneous permissions and functions increase the size
of the application. Additionaly users are wary of overly permissive apps.

 Evidence

File Access





Threat Details
Access to read files is limited to files in the application's private container
and shared containers from the same developer. This functionality could b
e used to pull information collected from another application with more pr
ivileged access.


Regulations

Review NIAP: FDP_DEC_EXT.1.2


PASSED

Exploitable No hard coded initialization vector (IV) dynamic CVSS Score: 6.5 CWE-798





Threat Details
Encryption should always be performed with IVs that are random or as clo
se to random as possible. Randomly generated IVs make reversing encrypt
ion operations much more difficult. Hard-coded IVs allow for easy reversin
g of encryption operations, attackers that are able to locate the hard-coded
IV can use it to help reverse any operation and gain access to the previousl
y encrypted data.
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Test Performed
Scans were performed on the application's byte code and any packaged SDKs to search for hard-coded credentials used in cryptographic functions. These co
des are declared as constant values within the application's code.



Regulations
Review OWASP: M2: Insecure Data Storage
Review OWASP: M5: Insufficient Cryptography
Review OWASP: M7: Client Code Quality
Review NIAP: FMT_CFG_EXT.1.1
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data
Review GDPR: Article 25: Data Protection by Design and by Default


PASSED

Exploitable No malware detected static CVSS Score: 9.3 CWE-506


Test Performed
We run the application and any embedded files such as PDFs through a series of anti-virus engines to identify any known malware.




Threat Details
This application should not be installed on any device for any reason. Mal
ware is present in the app.


Regulations

Review OWASP: M6: Insecure Authorization
Review GDPR: Article 25: Data Protection by Design and by Default


PASSED

Exploitable Application transport security enabled static CVSS Score: 6.3 CWE-295


Test Performed
We check the application's manifest (Info.plist) to see if the NSAllowsArbitraryLoads or NSExceptionAllowsInsecureHTTPLoads keys are enabled.





Threat Details
Disabling of the built-in security features surrounding network connectivit
y allows for the application to load resources or communicate over insecur
e HTTP connections. These connections are vulnerable to information harv
esting and man-in-the-middle attacks.



Regulations
Review OWASP: M3: Insecure Communication
Review OWASP: M7: Client Code Quality
Review NIAP: FTP_DIT_EXT.1.1
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data
Review GDPR: Article 25: Data Protection by Design and by Default


PASSED

Exploitable Not vulnerable to known OS attacks static CVSS Score: 8.6 CWE-284


Test Performed
We determine if the application supports operating system versions that have known vulnerabilities. This is determined by examining the application manife
st for the minimum supported operating system version.




Threat Details
An attacker can exploit the application on devices running a vulnerable op
erating system version. This may be used to attack users running the appli
cation and/or exploit the application itself. 

Regulations
Review OWASP: M1: Improper Platform Usage
Review OWASP: M9: Reverse Engineering
Review OWASP: M8: Code Tampering
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data
Review GDPR: Article 25: Data Protection by Design and by Default
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PASSED

Does not access risk files over the network dynamic CVSS Score: 6.3 CWE-829


Test Performed
We monitor the network communications during dynamic analysis for file types that may be considered risky. These include compressed files, executable file
s, and other code related file types.





Threat Details
Accessing compressed files, executable files, and other code related file typ
es may introduce different functionality to an application than the functio
nality that was approved by the application marketplace. Additionally, if th
e developer does not correctly validate the signature of the accessed file a
n attacker may alter its contents.


Regulations

Review OWASP: M10: Extraneous Functionality
Review OWASP: M8: Code Tampering


PASSED

Proper Keychain Protection dynamic CVSS Score: 4.4 CWE-311


Test Performed
We monitor for Keychain operations during dynamic analysis and check the kSecAttrAccessible attribute for secure values.




Threat Details
Insufficient Keychain protection may allow attackers gain easier access to
data stored in the Keychain. 

Regulations
Review OWASP: M2: Insecure Data Storage
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data


PASSED

Data at rest encryption hybrid CVSS Score: 4.0 CWE-311


Test Performed
We check to identify the presence of any encryption being performed on data stored on the file system throughout the application's Dynamic Analysis.





Threat Details
If any sensitive data is handled by the application it is good practice to enc
rypt this data when stored locally. If the encryption operations are not see
n it may be easier for attackers to exploit the information handled by this a
pp.



Regulations
Review OWASP: M2: Insecure Data Storage
Review OWASP: M5: Insufficient Cryptography
Review OWASP: M7: Client Code Quality
Review NIAP: FDP_DAR_EXT.1.1
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data


PASSED

Uses iOS provided encryption hybrid CVSS Score: 4.0 CWE-798
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Test Performed
We check to see if the application utilizes the platform provided functionality when performing encryption operations.



Threat Details
If any sensitive data is handled by the application it is good practice to enc
rypt this data when stored locally. If the encryption operations are not see
n it may be easier for attackers to exploit the information handled by this a
pp.



Regulations
Review OWASP: M2: Insecure Data Storage
Review OWASP: M5: Insufficient Cryptography
Review OWASP: M7: Client Code Quality
Review NIAP: FDP_DAR_EXT.1.1
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data


PASSED

Does not access camera static CVSS Score: 2.3


Test Performed
We identify if the framework for accessing the camera of the device is used by the application.





Threat Details
Access to the camera on a device allows an application to take pictures, rec
ord video, and view a live output of the camera view. Applications should b
e reviewed carefully to determine if they need access to these features to s
upport their core functionality. Application developer and country of origin
should also be taken into account when reviewing if the application should
be run with this access.



Regulations
Review NIAP: FDP_DEC_EXT.1.1
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing


PASSED

No access to contacts/address book static CVSS Score: 2.3


Test Performed
We identify if the application uses the framework to access the contacts/addresses on the device.





Threat Details
Access to the user's contacts data should be considered very dangerous. T
he application has no restrictions for the type of contacts it can view data f
or and could gather contact details, locations, and more based off this acce
ss.



Regulations
Review NIAP: FDP_DEC_EXT.1.2
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing


PASSED

Exploitable Does not expose low risk sensitive information dynamic CVSS Score: 4.3 CWE-200


Test Performed
We scan all network traffic generated during Dynamic Analysis for any sensitive information. This includes both plain text HTTP and encrypted HTTPS.





Threat Details
Sensitive information should be carefully reviewed to ensure it is only shared 
when absolutely necessary. Quokka highlights ALL sensitive information sent, 
including those to Apple, & the app developer to ensure the user is aware of 
all connections. Sharing of device metadata and unique user IDs (advertising 
IDs, generic user identifiers, etc) can be used in conjunction with other 
collected data to track users and identify them based off what seems to be 
innocuous information.



Regulations
Review OWASP: M7: Client Code Quality
Review NIAP: FPR_ANO_EXT.1.1
Review GDPR: Article 44 - General Principle for Transfers to Third

Countries or International Organizations
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PASSED

Exploitable App checks for trusted environment dynamic CVSS Score: 5.0 CWE-284


Test Performed
We monitor for health checks on the operating environment of the application. This includes checks for rooted and jailbroken devices among others.




Threat Details
Applications that do not check for a trusted operating environment may be
vulnerable to reverse engineering and exploitation.


Regulations

Review OWASP: M9: Reverse Engineering


PASSED

Exploitable No unencrypted network connections made dynamic CVSS Score: 6.3 CWE-5


Test Performed
We check for the use of SSL/TLS encryption during web communications made by the application.





Threat Details
If any sensitive data is exchanged over the network through the applicatio
n it is essential to use encrypted network communications. If the applicatio
n does not use encrypted connections the app should not have access to a
ny sensitive functionality or data.



Regulations
Review OWASP: M3: Insecure Communication
Review OWASP: M7: Client Code Quality
Review NIAP: FTP_DIT_EXT.1.1
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data
Review GDPR: Article 25: Data Protection by Design and by Default


PASSED

Exploitable SSL pinning detected dynamic CVSS Score: 6.6 CWE-295


Test Performed
We attempt to perform a man-in-the-middle attack on the backend connections and monitor for use of pinned SSL certificates.





Threat Details
SSL pinning is an essential technique to help prevent man-in-the-middle a
ttacks on backend connections. If it is not utilized it is possible for attacker
s to intercept, monitor, and change communications between the applicati
on and backend.


Regulations

Review OWASP: M3: Insecure Communication


PASSED

Memory Protections Enabled static CVSS Score: 5.2 CWE-693


Test Performed
We check for compile time protections for application memory including ASLR, ARC, and stack smashing protections.




Threat Details
Disabling built in memory protection can expose the application to crashes
or memory exploits.


Regulations

Review OWASP: M1: Improper Platform Usage
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PASSED

RASP detected hybrid CVSS Score: 3.9 CWE-919


Test Performed
We check for signatures of known RASP libraries.




Threat Details
RASP libraries help to secure apps against reverse engineering and other
exploits on end user devices. Without RASP the app may be more vulnerab
le to these types of attacks.


Regulations

Review OWASP: M3: Insecure Communication


PASSED

Does not get information about the user static CVSS Score: null

 Test Performed



 Threat Details



Regulations
Review NIAP: FDP_DEC_EXT.1.2
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing


PASSED

No cloud storage integration dynamic CVSS Score: 3.5


Test Performed
We scan through all network traffic generated by the application during Dynamic Analysis for the presence of cloud storage traffic being transmitted.





Threat Details
Integration with cloud storage services enables storage of user files on the
cloud. The type of data accessed by the app should be considered when a
ssessing the risk of this capability. If there is sensitive data access cloud st
orage with third parties could be dangerous.



Regulations
Review NIAP: FPR_ANO_EXT.1.1
Review GDPR: Article 44 - General Principle for Transfers to Third

Countries or International Organizations
Review GDPR: Article 17: Right to be Forgotten


PASSED

Does not access calendar static CVSS Score: 2.3


Test Performed
We determine if the application requires the framework to read and or write to the device's calendar.




Threat Details
Access to the user's calendar data should be considered very dangerous. T
he application has no restrictions for the type of events it can view data for
and could gather contact details, locations, and more based off this access.



Regulations
Review NIAP: FDP_DEC_EXT.1.2
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing
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PASSED

Does not access Bluetooth static CVSS Score: 2.3


Test Performed
We determine if the application requires the framework for accessing the Bluetooth functionality of the device.




Threat Details
Access to all nearby bluetooth devices is granted with this permission. The
application can search for nearby devices and initiate connection. 

Regulations
Review NIAP: FDP_DEC_EXT.1.1
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing


PASSED

Does not access location static CVSS Score: 2.3


Test Performed
We determine if the application requires permission to access the device's physical location.





Threat Details
Access to the location of the user will give the application exact details of
where the device is located. The app has the choice of getting the most acc
urate measurements possible (0-3m) or updates when the user changes lo
cation based on 10m, 100m, 1km, or 3km deltas. Additionally the framewor
k will allow estimates for general location information, e.g. Home, Work, Gy
m and estimates of the floor of a building the user is in.



Regulations
Review NIAP: FDP_DEC_EXT.1.1
Review GDPR: Article 13: Information to be Provided Where Personal Data

are Collected from the Data Subject
Review GDPR: Article 6: Lawfulness of Processing


PASSED

No HTTP URLs found in application static CVSS Score: 3.1 CWE-5


Test Performed
We scan the application during Static Analysis to find URLs that specify the insecure HTTP protocol (e.g. http://www.example.com)





Threat Details
If any sensitive data is exchanged over the network through the applicatio
n it is essential to use encrypted network communications. If the applicatio
n does not use encrypted connections the app should not have access to a
ny sensitive functionality or data.



Regulations
Review OWASP: M3: Insecure Communication
Review OWASP: M7: Client Code Quality
Review NIAP: FTP_DIT_EXT.1.1
Review GDPR: Article 32: Security of Processing
Review GDPR: Article 5: Principles Relating to Processing of Personal Data
Review GDPR: Article 25: Data Protection by Design and by Default
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PASS

FPT_TUD_EXT.1.4 No executable files were changed during runtime.



Testing Criteria
The application shall not download, modify, replace or update its own
binary code.


Evaluation Activity
The evaluator shall verify that the application's executable files are not 
changed by the application. The evaluator shall install the application and 
then locate all of its executable files. The evaluator shall then, for each file, 
save off either a hash of the file or a copy of the file itself. The evaluator shall 
then run the application and exercise all features of the application as 
described in the TSS. The evaluator shall then compare each executable file 
with the either the saved hash or the saved copy of the files. The evaluator 
shall verify that these are identical.



We calculate and compare SHA-256 hashes for all executable files before and after analysis
Displaying first 10 results

Executable Changes Detected

vpn.app/Frameworks/ZendeskCoreSDK.framework/ZendeskCoreSDK

vpn.app/Frameworks/ZendeskProviderSDK.framework/ZendeskProviderSDK

vpn.app/Frameworks/libswiftSwiftOnoneSupport.dylib

vpn.app/Frameworks/libswiftCoreData.dylib

vpn.app/vpn

vpn.app/Frameworks/libswiftAVFoundation.dylib

vpn.app/Frameworks/libswiftCoreLocation.dylib

vpn.app/Frameworks/libswiftQuartzCore.dylib

vpn.app/Frameworks/libswiftObjectiveC.dylib

vpn.app/Frameworks/libswiftUIKit.dylib


PASS

FPT_AEX_EXT.1.3 Application ran successfully on a device with the latest version of iOS.



Testing Criteria
The application shall be compatible with security features provided by the
platform vendor.


Evaluation Activity
The evaluator shall ensure that the application can successfully run on the 
latest version of iOS.



We check if the application installs and runs succesfully on a device with the newest version of iOS. If it does we display a success message, if it does not we
display a failure message.
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Result:
Binary is a valid IPA, installed and ran successfully.


REVIEW

FCS_CKM.2
If any ciphers that the app will use for SSL/TLS connections and are selected through the native iOS method SSLSetEnabledCiphers we
display below.



Testing Criteria
The application shall [selection: invoke platform-provided functionality ,
implement functionality] to perform cryptographic key establishment in
accordance with a specified cryptographic key establishment method:

[RSA-based key establishment schemes] that meets the following: [NIST
Special Publication 800-56B, "Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography"]

and [selection:
[Elliptic curve-based key establishment schemes] that meets the
following: [NIST Special Publication 800-56A, "Recommendation for
Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography"] ,

[Finite field-based key establishment schemes] that meets the
following: [NIST Special Publication 800-56A, "Recommendation for
Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography"] ,

No other schemes

].


Evaluation Activity
The evaluator shall ensure that the supported key establishment schemes 
correspond to the key generation schemes identified in FCS_CKM.1.1




PASS

FPT_AEX_EXT.1.4 The requirement is automatically met for iOS.



Testing Criteria
The application shall not write user-modifiable files to directories that
contain executable files unless explicitly directed by the user to do so.


Evaluation Activity
For iOS:The evaluator shall consider the requirement met because the 
platform forces applications to write all data within the application working 
directory (sandbox).




REVIEW

FDP_NET_EXT.1.1
We show if the application accesses the Internet. If there was network traffic during the application runtime the data is available
in an HTML browser and via a HAR download.



Testing Criteria
The application shall restrict network communication to [selection:

no network communication,

user-initiated communication for [assignment: list of functions for which
the user can initiate network communication] ,

respond to [assignment: list of remotely initiated communication ] ,

[assignment: list of application-initiated network communication]

].
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Evaluation Activity
The evaluator shall perform the following tests:

Test 1: The evaluator shall run the application.  While the application is 
running, the evaluator shall sniff network traffic ignoring all non-
application associated traffic and verify that any network 
communications witnessed are documented in the TSS or are user-
initiated. 
Test 2: The evaluator shall run the application.  After the application 
initializes, the evaluator shall run network port scans to verify that any 
ports opened by the application have been captured in the ST for the 
third selection and its assignment. This includes connection-based 
protocols (e.g. TCP, DCCP) as well as connectionless protocols (e.g. UDP). 



We show if the application accesses the Internet. If there was network traffic during the application runtime the data is available in an HTML browser and via a
HAR download.

Internet:
true


FAIL

FPR_ANO_EXT.1.1 App transmits what may be considered PII.



Testing Criteria
The application shall [selection:

not transmit PII over a network,

require user approval before executing[assignment: list of functions that
transmit PII over a network ]

].


Evaluation Activity

The evaluator shall inspect the TSS documentation to identify functionality in 
the application where PII can be transmitted, and perform the following tests.

Test 1: The evaluator shall run the application and exercise the 
functionality responsibly for transmitting PII and verify that user 
approval is required before transmission of the PII.



This content could potentially be considered personally identifiable information. The evaluator should run the app to see if it asks for consent to transmit this
information.

PII:

context type value

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=MOBILE_APP_INSTALL&ext
info=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2
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context type value

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&ex
tinfo=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=MOBILE_APP_INSTALL&ext
info=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&ex
tinfo=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&ex
tinfo=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2


REVIEW

FCS_CKM_EXT.1
If any public/private keys were generated using the native iOS method SecKeyGeneratePair we display below. (As of iOS 9 the keys
are generated only through the RSA scheme).
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Testing Criteria
The application shall [selection:

generate no asymmetric cryptographic keys,

invoke platform-provided functionality for asymmetric key generation,

implement asymmetric key generation

].


Evaluation Activity
The evaluator shall inspect the application and its developer documentation to 
determine if the application needs asymmetric key generation services. If not, 
the evaluator shall verify the generate no asymmetric cryptographic keys 
selection is present in the ST. Otherwise, the evaluation activities shall be 
performed as stated in the selection-based requirements.



We detect all public/private keys that are generated using the native iOS method SecKeyGeneratePair.

Calls:

public_key_modulus openssl_info public_key_exponent private_key_base64 public_key_base64 public_key_size_bits private_key_size_bits

ALqhljeHbBC9Vx
Jvh3sZzNM0/7s
Zsf717HufDVz70
EFioPnhM9JqA0
NFIu/bP5MdE…

Private-Key:
(2048 bit)
modulus:
00:ba:a1:96:37:
87:6c:10:bd:5…

65537

MIIEogIBAAKCA
QEAuqGWN4ds
EL1XEm+HexnM
0zT/uxmx/vXse5
8NXPvQQWKg…

MIIBCgKCAQEAu
qGWN4dsEL1XE
m+HexnM0zT/u
xmx/vXse58NXP
vQQWKg+eEz0…

2048 2048


REVIEW

FCS_HTTPS_EXT.1.1 Network traffic is provided for review.



Testing Criteria
The application shall implement the HTTPS protocol that complies with
RFC 2818.


Evaluation Activity
The evaluator shall attempt to establish an HTTPS connection with a 
webserver, observe the traffic with a packet analyzer, and verify that the 
connection succeeds and that the traffic is identified as TLS or HTTPS.



We provide the raw network traffic for the analyst to review.
Insecure URLs:

http://captive.apple.com/hotspot-detect.html

http://ipinfo.io/json

http://www.mobilejump.mobi/tizi_ads/freetizi1.json

http://ios.mobilejump.mobi/tizi3.php


REVIEW

FCS_CKM.1.1
If cryptographic operations were used, all executed during runtime are shown below. The algorithm used, type of operation, key, IV,
and data are displayed for reference.
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Testing Criteria
The application shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection:

128 bit,

256 bit].


Evaluation Activity

TSS

The evaluator shall review the TSS to determine that it describes how the 
functionality described by FCS_RBG_EXT.1 is invoked.
 If the application is relying on random bit generation from the host platform, 
the evaluator shall verify the TSS includes the name/manufacturer of the 
external RBG and describes the function call and parameters used when calling 
the external DRBG function. If different external RBGs are used for different 
platforms, the evaluator shall verify the TSS identifies each RBG for each 
platform. Also, the evaluator shall verify the TSS includes a short description of 
the vendor's assumption for the amount of entropy seeding the external DRBG. 
The evaluator uses the description of the RBG functionality in FCS_RBG_EXT or 
documentation available for the operational environment to determine that 
the key size being requested is identical to the key size and mode to be used for 
the encryption/decryption of the user data. 



All cryptographic operations executed during runtime are shown below. The algorithm used, type of operation, key, IV, and data are displayed for reference.
Data:
Displaying first 10 results

Algorithm DataFormat Operation count IV Key dataOut Data Method dataIn

AES-128 text Encrypt 1

CgELBQQP
BwkXAwEG
CAwNWw=
=

ZDVhZmIz
NGVlNDNi
ZmE1ZA==

UPUfSU7XO
MUI74P2xy
eVnQ==

umeng+ CCCrypt umeng+

DES text Decrypt 1
ODc0OTM4
NzE=

ODYxMDEx
MDA=

{"servers":
[{"country":
"US","count
ry_name":"
US-…

{"servers":
[{"country":
"US","count
ry_name":"
US-…

CCCrypt

OEtR7XW0
mk44jlaeUJ
ik51Rb8fvK
Na9+s0iBiC
8oNa5es…

DES text Encrypt 2
ODc0OTM4
NzE=

ODYxMDEx
MDA=

mwIoV8tYI
cb8G4+Q1
6g0+hSTmS
4Fle/wNCT
7i3pmB2…

m=init&lan
g=en-
US&region=
US&pk=mo
bi.mobile…

CCCrypt

m=init&lan
g=en-
US&region=
US&pk=mo
bi.mobile…

DES text Decrypt 1
ODc0OTM4
NzE=

ODYxMDEx
MDA=

{"servers":
[{"country":
"US","count
ry_name":"
US-…

{"servers":
[{"country":
"US","count
ry_name":"
US-…

CCCrypt

OEtR7XW0
mk44jlaeUJ
ik51Rb8fvK
Na9+s0iBiC
8oNa5es…

DES text Encrypt 1
ODc0OTM4
NzE=

ODYxMDEx
MDA=

OEtR7XW0
mk7AA92Fo
W696wJoBc
6IKCk41g6y
hgLWwPS…

{"servers":
[{"passwor
d":"treeup",
"country":"
US","host"…

CCCrypt

{"servers":
[{"passwor
d":"treeup",
"country":"
US","host"…

AES-128 text Encrypt 1

CgELBQQP
BwkXAwEG
CAwNWw=
=

ZDVhZmIz
NGVlNDNi
ZmE1ZA==

CiAoU1VD/
GpL/23RNl
V6wbIphKv
OpLE8F/b1
viz5jIIYdh…

[{"duration
":493854,"p
age_name":
"ViewContr
oller"}]

CCCrypt

[{"duration
":493854,"p
age_name":
"ViewContr
oller"}]

AES-128 text Decrypt 1

CgELBQQP
BwkXAwEG
CAwNWw=
=

ZDVhZmIz
NGVlNDNi
ZmE1ZA==

[{"duration
":493854,"p
age_name":
"ViewContr
oller"}]

[{"duration
":493854,"p
age_name":
"ViewContr
oller"}]

CCCrypt

CiAoU1VD/
GpL/23RNl
V6wbIphKv
OpLE8F/b1
viz5jIIYdh…

All rights reserved. No part of this document may be reproduced or transmitted in any form or by any means, electronic, mechanical, 
photocopying, recording, or otherwise, without prior written permission of Quokka.



iOS Mobile Application Analysis
VPN - Super Unlimited Proxy

Report Generated: 05/06/2021 - 1:12:14 PM

Page 24 of 75

Algorithm DataFormat Operation count IV Key dataOut Data Method dataIn

DES text Decrypt 1
ODc0OTM4
NzE=

ODYxMDEx
MDA=

client dev
tun
#connectio
n#
connect-…

client dev
tun
#connectio
n#
connect-…

CCCrypt

P+SF8zJXEX
GrTrJcPie4
Eoj0mkhXD
DCtLEuIA0u
i85L8Gn5…

DES text Decrypt 1
ODc0OTM4
NzE=

ODYxMDEx
MDA=

<connectio
n> remote
#host#
#port#
#protocol…

<connectio
n> remote
#host#
#port#
#protocol…

CCCrypt

1SC6X32o+
YNRyI4C6h
XLII2Mky2rl
K6sUW5UId
3K0ZT/U+…

AES-128 text Encrypt 1

CgELBQQP
BwkXAwEG
CAwNWw=
=

ZDVhZmIz
NGVlNDNi
ZmE1ZA==

ctQI+MPVv
0F7FG7F9k
kh6yIU2CIq
VenA6ZtqIl
hOK9EOx…

[{"duration
":4880,"pag
e_name":"Y
FClostADVi
ewContro…

CCCrypt

[{"duration
":4880,"pag
e_name":"Y
FClostADVi
ewContro…


REVIEW

FMT_MEC_EXT.1.1
App stores/retrieves preferences using the NSUserDefaults class. The evaluator needs to identify if all of the app's settings are
included.



Testing Criteria
The application shall invoke the mechanisms recommended by the
platform vendor for storing and setting configuration options


Evaluation Activity
The evaluator shall review the TSS to identify the application's configuration 
options (e.g. settings) and determine whether these are stored and set using 
the mechanisms supported by the platform. At a minimum the TSS shall list 
settings related to any SFRs and any settings that are mandated in the 
operational guidance in response to an SFR. The method of doing so varies per 
platform.

For iOS:The evaluator shall verify that the app uses the user defaults 
system or key-value store for storing all settings.



We report all values stored or retrieved through the NSUserDefaults and all generated PLIST files.
Displaying first 10 results

Name Operation Value

/google/firebase/debug_mode get

hasAccessibilityBeenMigrated get

UIPreferredContentSizeCategoryName get

NSTighteningFactorForTruncation get 0

NSForceRightToLeftWritingDirection get

UIViewLayoutFeedbackLoopDebuggingThreshold get 0

NSLayoutManagerForcesShowPackedGlyphs get

NSPreTigerAttributedStringHash get
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Name Operation Value

/google/measurement/hashed_idfa get

/google/measurement/app_instance_id get


REVIEW

FDP_DEC_EXT.1.2 Permissions requested to access system-wide resources are displayed.



Testing Criteria
The application shall restrict its access to [selection:

no sensitive information repositories,

address book,

calendar,

call lists,

system logs,

[assignment: list of additional sensitive information repositories]

].


Evaluation Activity
The evaluator shall verify that either the application software or its 
documentation provides a list of the sensitive information repositories it 
accesses.



The permissions requested by the application during runtime that are associated with information repositories are displayed below.

can_access_shared_libraries

can_interact_email_client

can_interact_sms_mms


REVIEW

FDP_DEC_EXT.1.1 Permissions requested to access hardware resources are displayed.
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Testing Criteria
The application shall restrict its access to [selection:

no hardware resources,

network connectivity,

camera,

microphone,

location services,

NFC,

USB,

Bluetooth,

[assignment: list of additional hardware resources]

].


Evaluation Activity
The evaluator shall verify that either the application or the documentation 
provides a list of the hardware resources it accesses.



The permissions requested by the application during runtime that are associated with hardware resources are displayed below.

can_access_microphone

can_interact_sms_mms

can_access_internet

can_read_files

can_modify_files


FAIL

FCS_RBG_EXT.1.1 Detected uses of C functions rand / random / arc4random which do not meet the testing criteria.



Testing Criteria
The application shall [selection:

use no DRBG functionality,

invoke platform-provided DRBG functionality,

implement DRBG functionality

] for its cryptographic operations.


Evaluation Activity
For iOS: The evaluator shall verify that the application invokes 
SecRandomCopyBytes or uses /dev/random directly to acquire random.



The following table lists all methods that were called for random number generation.
Methods:

rand

arc4random

SecRandomCopyBytes


FPT TUD EXT 1 2

Application was correctly packaged in the IPA format.
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PASS
FPT_TUD_EXT.1.2

Testing Criteria
The application shall be distributed using the format of the platform-
supported package manager.


Evaluation Activity
The evaluator shall ensure that the application is packaged in the IPA format.

We check if the application installs and runs succesfully on a device with the newest version of iOS. If it does we display a success message, if it does not we
display a failure message.

Result:
Binary is a valid IPA, installed and ran successfully.


REVIEW

FPT_TUD_EXT.1.3 If files were stored/read, any files accessed are provided for review.



Testing Criteria
The application shall be packaged such that its removal results in the
deletion of all traces of the application, with the exception of configuration
settings, output files, and audit/log events.


Evaluation Activity
The evaluator shall record the path of every file on the entire filesystem prior 
to installation of the application, and then install and run the application. 
Afterwards, the evaluator shall then uninstall the application, and compare the 
resulting filesystem to the initial record to verify that no files, other than 
configuration, output, and audit/log files, have been added to the filesystem.



We list all files accessed in Read/Write mode for the analyst to review

Mode Filepath

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302155825_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn
2)/FIREBASE_UNIQUE_INSTALL

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302214655_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302140397_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/255574bbdbbe08c.gcache

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302225011_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302251304_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302282037_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302279456_envelope.log
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Mode Filepath

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302216716_envelope.log

Read/Write /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/userInfo.a

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/com-
facebook-sdk-PersistedAnonymousID.json

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302142727_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/CLSUserDefaults.plist

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/servers.vpn

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/com-
facebook-sdk-AppEventsTimeSpent.json

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302207503_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302161168_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302146620_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/exchangeIdentity.json

Read/Write
/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-
A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/v3/active/0432b3ae3b324d49a8bba80146dd6d6d/sdk.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302253548_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551301646616_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/crash_metadata

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302227906_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302142171_envelope.log
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Mode Filepath

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/agmanifest.plist

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn
2)/userInfo.a

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302215229_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/com.google.iid-keypair.plist

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302254590_envelope.log

Read/Write /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Application Support/vpn/vpn.sqlite

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302208795_envelope.log

Read/Write /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/exid.dat

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302255624_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302217735_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302162486_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302147565_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302154916_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302205662_envelope.log

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/g-
checkin.plist

Read/Write
/private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By
vpn)/1551302225955_envelope.log

 FPT_AEX_EXT.1.2 Function mprotect is never invoked with the PROT_EXEC permission.
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PASS

Testing Criteria
The application shall [selection:

not allocate any memory region with both write and execute permissions
,

allocate memory regions with write and execute permissions for only
[assignment: list of functions performing just-in-time compilation]

].


Evaluation Activity
The evaluator shall perform static analysis on the application to verify that 
mprotect is never invoked with the PROT_EXEC permission.




FAIL

FMT_SMF.1.1 App transmits what may be considered PII.



Testing Criteria
The TSF shall be capable of performing the following management
functions[selection:

no management functions,

enable/disable the transmission of any information describing the
system's hardware, software, or configuration,

enable/disable the transmission of any PII,

enable/disable transmission of any application state (e.g. crashdump)
information,

enable/disable network backup functionality to [assignment: list of
enterprise or commercial cloud backup systems] ,

[assignment: list of other management functions to be provided by the
TSF]

].


Evaluation Activity
The evaluator shall verify that every management function mandated by the PP 
is described in the operational guidance and that the description contains the 
information required to perform the management duties associated with the 
management function. The evaluator shall test the application's ability to 
provide the management functions by configuring the application and testing 
each option selected from above. The evaluator is expected to test these 
functions in all the ways in which the ST and guidance documentation state the 
configuration can be managed.



We display content that could potentially be considered personally identifiable information as well as the cloud storage services that were detected. The evaluator
should run the app to see if the user is able to disable the transmission of this information and the usage of the listed storage services.

PII:

context type value

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=MOBILE_APP_INSTALL&ext
info=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2
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context type value

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&ex
tinfo=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=MOBILE_APP_INSTALL&ext
info=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&ex
tinfo=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2&advertiser_tracking_enabled=1&anon_id=XZDE5F2CE0-6BBD-
4C60-A62F-
2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&ex
tinfo=%5B%22i2%22%2C%22mobi.mobilejump.freevpn%22%2C%22190217%22%2
C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C
%22EST%22%2C%22T-
Mobile%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%
5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sche
mes=%5B%22fb828149437372042%22%5D

Advertising_Identifier
advertiser_id=C39F3837-76E9-493F-88CD-
BFAEAD2BABF2


REVIEW

FPT_LIB_EXT.1.1 Any Libraries and frameworks that were packaged with the application or dynamically loaded are displayed.
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Testing Criteria
The application shall be packaged with only [assignment: list of third-party
libraries].


Evaluation Activity
The evaluator shall install the application and survey its installation directory 
for dynamic libraries. The evaluator shall verify that libraries found to be 
packaged with or employed by the application are limited to those in the 
assignment.



Libraries loaded dynamically during runtime are shown below. System libraries and frameworks that are used are displayed as well.
Displaying first 5 results for each table

Libraries

Dynamic Libraries System Frameworks System Libraries

ZendeskSDK.framework:
version: "compatibility version 0.0.0, current versio
n 0.0.0"
path: "Frameworks/ZendeskSDK.framework/Zendes
kSDK"

StoreKit.framework:
description: "Contains interfaces for ha
ndling the financial transactions associa
ted with in-app purchases."
version: "compatibility version 1.0.0, cur
rent version 1.0.0"
requires_permission: 0
path: "/System/Library/Frameworks/Stor
eKit.framework/StoreKit"
framework: "StoreKit.framework"

/usr/lib/libxml2.2.dylib:
version: "compatibility version 10.0.0, curren
t version 10.9.0"
path: "/usr/lib/libxml2.2.dylib"

ZendeskCoreSDK.framework:
version: "compatibility version 1.0.0, current versio
n 1.0.0"
path: "Frameworks/ZendeskCoreSDK.framework/Ze
ndeskCoreSDK"

CoreTelephony.framework:
description: "Contains routines for acce
ssing telephony-related information and
provides interfaces for interacting with
phone-based information on devices tha
t have a cellular radio. Apps can use this
framework to get information about a us
er's cellular service provider. Apps inter
ested in cellular call events (such as VoI
P apps) can also be notified when those
events occur."
version: "compatibility version 1.0.0, cur
rent version 0.0.0"
requires_permission: 0
path: "/System/Library/Frameworks/Core
Telephony.framework/CoreTelephony"
framework: "CoreTelephony.framewor
k"

/usr/lib/libSystem.B.dylib:
version: "compatibility version 1.0.0, current
version 1252.200.5"
path: "/usr/lib/libSystem.B.dylib"

ZendeskProviderSDK.framework:
version: "compatibility version 0.0.0, current versio
n 0.0.0"
path: "Frameworks/ZendeskProviderSDK.framewor
k/ZendeskProviderSDK"

JavaScriptCore.framework:
description: "Contains Objective-C wrap
pers for evaluating JavaScript code and
parsing JSON."
version: "compatibility version 1.0.0, cur
rent version 606.2.104"
requires_permission: 0
path: "/System/Library/Frameworks/Java
ScriptCore.framework/JavaScriptCore"
framework: "JavaScriptCore.framework"

/usr/lib/libobjc.A.dylib:
version: "compatibility version 1.0.0, current
version 228.0.0"
path: "/usr/lib/libobjc.A.dylib"
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Libraries

Dynamic Libraries System Frameworks System Libraries

CoreMedia.framework:
description: "Contains low-level routine
s for manipulating audio and video."
version: "compatibility version 1.0.0, cur
rent version 1.0.0"
requires_permission: 0
path: "/System/Library/Frameworks/Core
Media.framework/CoreMedia"
framework: "CoreMedia.framework"

/usr/lib/libsqlite3.dylib:
version: "compatibility version 9.0.0, current
version 274.20.0"
path: "/usr/lib/libsqlite3.dylib"

SystemConfiguration.framework:
description: "Contains interfaces for det
ermining the network configuration of a
device."
version: "compatibility version 1.0.0, cur
rent version 963.200.27"
requires_permission: 0
path: "/System/Library/Frameworks/Syst
emConfiguration.framework/SystemCon
figuration"
framework: "SystemConfiguration.fram
ework"

/usr/lib/libc++.1.dylib:
version: "compatibility version 1.0.0, current
version 400.9.4"
path: "/usr/lib/libc++.1.dylib"

Dyn-libraries

__EXECUTABLE__ __SYSTEM__

loaded_by: "vpn"
method_used: "UnityGetGLViewController"
path: "/var/containers/Bundle/Application/53F372EC-859E-4102-93BB-C8C0F85C7
56B/vpn.app"
loaded_using: "NSBundle:initWithPath"

loaded_by: "???"
method_used: "0x0"
path: "/Library/TweakInject/SSLKillSwitch2.dylib"
loaded_using: "C:dlopen"

loaded_by: "vpn"
method_used: "vpn"
path: "/private/var/containers/Bundle/Application/53F372EC-859E-4102-93BB-C8
C0F85C756B/vpn.app/Frameworks/ZendeskCoreSDK.framework"
loaded_using: "NSBundle:initWithPath"

loaded_by: "libdispatch.dylib"
method_used: "<redacted>"
path: "/System/Library/Frameworks/QuartzCore.framework/Quartz
Core"
loaded_using: "C:dlopen"

loaded_by: "vpn"
method_used: "vpn"
path: "/private/var/containers/Bundle/Application/53F372EC-859E-4102-93BB-C8
C0F85C756B/vpn.app/Frameworks/ZendeskProviderSDK.framework"
loaded_using: "NSBundle:initWithPath"

loaded_by: "libdispatch.dylib"
method_used: "<redacted>"
path: "/System/Library/PrivateFrameworks/ColorSync.framework/C
olorSync"
loaded_using: "C:dlopen"

loaded_by: "vpn"
method_used: "vpn"
path: "/private/var/containers/Bundle/Application/53F372EC-859E-4102-93BB-C8
C0F85C756B/vpn.app/Frameworks/ZendeskSDK.framework"
loaded_using: "NSBundle:initWithPath"

loaded_by: "vImage"
method_used: "<redacted>"
path: "/System/Library/Frameworks/Accelerate.framework/Framew
orks/vImage.framework/Libraries/libCGInterfaces.dylib"
loaded_using: "C:dlopen"
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Dyn-libraries

__EXECUTABLE__ __SYSTEM__

loaded_by: "vpn"
method_used: "vpn"
path: "/Library/Frameworks/CydiaSubstrate.framework"
loaded_using: "NSBundle:initWithPath"

loaded_by: "UIKit"
method_used: "<redacted>"
path: "/System/Library/Frameworks/UIKit.framework"
loaded_using: "NSBundle:initWithPath"


FAIL

FCS_COP.1(1)
Application uses unsupported encryption algorithms (DES, 3DES, CAST or RC4) and/or key sizes less than 256 bits and/or ECB mode of
operations.



Testing Criteria
The application shall perform encryption/decryption in accordance with a
specified cryptographic algorithm 

AES-CBC (as defined in NIST SP 800-38A) mode;

and [selection:
AES-GCM (as defined in NIST SP 800-38D),

no other modes

] and cryptographic key sizes 256-bit and [selection: 128-bit, no other key
sizes].


Evaluation Activity
The evaluator checks the AGD documents to determine that any configuration 
that is required to be done to configure the functionality for the required 
modes and key sizes is present. The evaluator shall perform a number of the  
tests for each algorithm implemented by the TSF.



We report the algorithm used for encryption and the key size for all operations that are using the iOS encyption libraries.
Encryption Ops:

algorithm key_size_bits iv_size_bits

AES 128 128

DES 64 64


FAIL

FMT_CFG_EXT.1.1 Hard-coded credentials and/or cryptographic keys were detected.



Testing Criteria
The application shall provide only enough functionality to set new
credentials when configured with default credentials or no credentials.
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Evaluation Activity

 The evaluator shall check the TSS to determine if the application requires any 
type of credentials and if the application installs with default credentials. If the 
application uses any default credentials the evaluator shall run the following 
tests. 

Test 1: The evaluator shall install and run the application without 
generating or loading new credentials and verify that only the minimal 
application functionality required to set new credentials is available.
Test 2: The evaluator shall attempt to clear all credentials and verify 
that only the minimal application functionality required to set new 
credentials is available. 

Test 3: The evaluator shall run the application, establish new 
credentials and verify that the original default credentials no longer 
provide access to the application.



All cryptographic operations are monitored during runtime, any that used hard-coded encryption keys are displayed below. The algorithm, type of operation, key,
hard-coded key, and data are included for reference.

Data:

Algorithm DataFormat dataIn IV

"DES" "text" "OEtR7XW0mk44jlaeUJik51Rb8fvKNa9+s0iBiC8oNa5esAqAUBW
D42hw4N2ewG5Nd4blIAglXbpD\ne2eF+4yiiGYclEHVmckGX8JD8
Gm2/yssAWsiBVmvqUnNRWbyljfYC1NtU92s+9K0LUaIz4QKDZw
v\n9ql0JquUU6PP2UYm4ADZ4+BRBl03TF9pG18f0aGEWgm3uM
HIUJwb4utN5sACtxP48ZxykTDID8EF\nd5/9RTMitXf6Y/dzicL2VZV
SIKoSNXeBfAAkm9pYqRbCDmHKWmuI5cChJ00xQnXsgNOhGIy
R7kWy\nRWnd/k52KDeDLw+slrMtejUWL4KzyX+ngeHgMmBjXf3
Rw6ScjMZ64fGslZ5CH1tefldR19ajyJtw\noIrG2jLYVZSRRryLVCiZ9
zkmGd0KmDXlHxjtU4C/1G/MBd3e2teXJmSUozzHGCqNthTl37iF
qLat\n3TJL8LSMC/NgHG6HQJd9ET/wqptm1/tmgqtJei3yGVEnV2Y
pZvyyYz906ZtnCLhk3jroBh/qcK1g\n+7nS4w+dkKOpbCgyfzeBjta
9lJWSC9jtbskMKhYyogyPPPvCzH5ao0R55PhcgEAL9hb/092IgFaE\
nBE4jMzFuYTLJvqR9nij/gJhQ9VzS9A8+Fuv+TLAI74aIFxJeBdwcpv
Atj01bhW8OZFQg3H75AHIF\nA2Ykew0VETtzrXbDN01Yau1ePPu
mW8DhAK4SDEr5pfs+RHfmBONt/MgGCAs17MpgyGiMIqQfr1P
H\nL0JmHAWBvGiqPPleI6bBezVix0VCF1GjiiIU4BXSO869yflUF349
sXhM+ekGvQkRR4ZsMV4x5pdl\ni7ef02wm4/CzsoAeMadnR9Up
3bQnEPctrrKj3tf7Du3VWamB8lNXTYZKHOllmiNuLKU/C2XaJtzu\
nSnjwqsmpTAVKVwf9VD92FdrUTjkR0X8zAQp1lrmUw1IQRtxCM
9EDQ2u4AQMZ3sPMLBmRsJ/tIWuU\nfs67EghjiT8oni04ynw+1ko
W3xkPofMHX76cXw8+MvXy4A2KH6vZZZBUrXslhfHlKKafiO4+kjy
+\nL5iIiZAjJHkETtZmPuqer/IJwyWa17ama8krzZquHbaxixqBQUL
mWbVgEIWxTqfAHa/tDUeKu3QM\nK7+UJ9zFYMlTQ9P8Itojhq0k
3iHJn5Etlo95sVGYEuEp8psmjU0UeLLBwo8p6kERgAbhwKxl+Ot
W\nffKAPwxz4YHx40iOjeLQkFzPMjQDK48COCcggpVMiPWcIJE4
KwMkhdKUwS0bYF0hMT//325xDwB6\nvzRDDOHJpjYTu2MpsTu
6NxOuxah8iFOUeb7U5zrRCYsyA1wyYiykOeBxOPSalfw0Vbcl6Kh
sdFgZ\ng3OldtTY7irF9ESkkFEO3l9sRoiSLpU5K4MW7g2YRR/9cf3
++lsK57nH7XwsxjesKmfmY2s9yWc4\nTCt28wRmB6sX20NJrhiD
D7ZXvPM3KmKrXQnFVCBKAdDXcMzyorA+IZIYboyukcwGpseblpi
759wC\nKI4DSnWdSJ6FxdhW+WiVD1HVUnc37AOuoRFiuVJTyzkr
DPo0Y8zxEu9n8MhY0REhTTWk9fJ0SlBo\nnFuD5do+tzrXpMqV8j
8b57QlfW1WrVeq2rXLk1ZTP9FPP3vEwkqLaOjLWSzFQZ6a1X8GX
MAM+zUK\nWkUWdTAQbSf3R4PufFtruji5fq2lMVqP2gf7KA0ArR
intkSex7exg+yl6qNXLiOOrpyOMBQXDimw\n16J1UFQK5sreM4s
nW4vaqUGJV5FGp4boeimlWT14Zr4oY70DOiDBF/ztAd0kyFHOYz
0OZJg0RRIS\nzcTmNXriX/CHqs982i0VOZ7o5ExaXjuxvLU9VoJuo

"ODc0OTM4NzE="
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wcv/cXMLZ4iUdyUmDp0zCpAaNXCtK2wU3Nw\nsMNJx1fl3jeJCZ
8V4OWcQ73KGXe9EdJ7QehiioAgMouf6L45ekr0Zm1FVGlTazdPT
YLJr/++fSLZ\nAob7MBu4AIkMMYx7cTl8pEKtlMi+iwRRBtOg138S
9H+LKBJDAwCg/AlvnmpmfQdLq3DUgK0IWtaR\nNeqy827c+ISH
k1ULIZqYEHgqjK23HURPsKINRZEcMN+TnpvlGQCdGuR5V7qB/
WDbFIaA6SU/XwuR\njereduEmqFng46TuQNaYeRP0PbjSpZRNC
5pebN65vJZR7+LEV3vSkOlRGPbjYtu1B13eeyhL5dso\nxd1JcVNC
5OcwMPhEj2RfpkawjTDoiW8qZ02jJ3sk7PN7R0IqnErYwDJIl8C2O
B05ph0vxGFqcbWG\nvCWpiPQIJMLPx5UCzVipK/cJqiR6Hja14V5s
EDj7xzsJSwCJjwL9PB+evIm3q2kzvKFzNxYHT1RR\niwMGrwyEtU
GSTOhAQsahZtGwpfttvtEKxHYkOLuiEGxtg+nEIUmdk+E71A+fhN
huGucDGE7HAFLn\n0P3SAtU45TmZls4LBXNhhta2c/wkAd2c1Ba
rgzuo7f1ucvZq8BeYwLhdcL1Ab3bKA9+kMGPICdCj\n5kTuaFdX/
ONErowsQ+F4RioOdZrec7BRStrQrORhObkhZSNRloPoEgvo9EuI
ZudPtA6G8U8qD9+j\njeMP0RsjsDFwoIGUt9SD8ULVrRdVHvy4eL
CK+C6H5scusujm6zwrf8JRSE6/Xf4vuL2u0/Ko0mK/\nXpuu+Nwd
DUn1GGA3eGMQJhkPpM4VO8Rsz+cPP5GwXOMyVfVpNMU+mH
JqkAQSTjt8RV+kz7A7LLBp\neCaqpgashG5IKjL00zd09LIEEZUwS
UPdNhHaHy+Z8Cc1Mb/aaeK8PX+XmlJtx2joXQ5IYJc2hE25\nwyIo
uognsSTl8dqo/NRyO/A2KtFVyyfTdPo/v0rHSTWggP4zxXJNbgokc
C8+pqh5XVl5FZVN71ls\nqwfF/WbIrBuqzqo3hkvrjRW4R8hg2+D
ot8nplSHBD3NlsgzcuPMiizNVWz2SHdRmIzaL+jHHKFnY\nzjP7a
NGmJj+mtbzCudSVHDVcpL9vHpOdKgtyNoXsyJKRVtumS9HRipv
zlI+JBv01z+draru0zHa/\nw/geHLvzQoAo0Z7nay7QZzsh6gQ0+q
mvphhcpqyCwrHd3PwdXuvbBoF7vxdXeYc0q4znFcxSUNW5\nav
BhHdh7bw6MO4dTY3y57JbAG708vkWZtNOQ8B3MgwhAsWO5
H/AUXSzKucqQMv5Nni2TlYSAu2Yc\nlMh1DYQVTBcL4V2zBoroq
dGYtu+jJLgvmXX1qsdga5KuDdbv/0/oSxByv+oAMK0iPqqcYlQm
W1r0\nmQLYC7ezY7svNTtisA9UdboYDX2uRNpV0x0LoC9PA01P
3WmX/x4ujyPZpWigTz/PYJpIkYTjL2pO\n5w0KdCmj7hjMhdMoxc
awxJHzt6aWgEuvU43pOrqXiZVsrmfiDMgcqlCI2uxdA6Mz7JsBYb
3sSLua\nid9mCd8aXc816SuvnD7kpLDq+wl/O21zPZ7EV3MLeOS
XP1NgfE8B6KoUDiJHBfixzO/DQRlk57u1\ne38fGEw4seT2WvlF3c
omt7C2lHs5s7dLEfYmTmsY7qBplNuXn5iOuVotjvQ2/8Erb/eEF7
uZGzr4\npLRRm6c5+pskYtrPYEeDdNWGwpE0oGmH4nT9Z27fv/
yXBLkqobEVMPXjGFPRDI0RcC7E6uwl2qny\nR+94bAyg8mUrCXU
ZYw1/yJ67aqNfzlNFWIqO+Geja8ugAYE9EZDi+c5xTOJHOshEWig
qzsEpc+d7\nQiequNTLRPBNr0jLZnGnJTzlVOPewWN5D8012vCJ
binyssP9z9rN4/dvJEdNCOt4rzjRWas71vJC\ngHI1PR209ncJtk+GP
rQ491+oYy9/MPnTna30CK2O+hy+Y2f1Q+ITBHES2ip7xBsRZ+RR
5wqr+Q/t\nYH0T/e5e4m2UFvi/495QMEChnfzKa378qCwoZOkGc
K16GMUjl9SKs+dEkOnzSIreyuJNAKkCrq5u\n4mP7R3Gtwcw51P
WqdMXxKr1RioGIPwosXJb+oXiDKn8qDbFKwyBA+Y++WTKZcdj6
4mmDMGWmO4tA\nq2T9y7fb7Yf+jDqwjz+aV3Dpvw6dtGB83tY
A2aQYccvHbOY8SeEKMgZtxAhtwdTotv0uWIbMnEI4\nMPobaDa
Wrupbb3NTV7K42cTUW1fZRpdDjb/5S0KDQ0pCKOhJE1TlSjA8Z
eDYLMFnDG1TGCFKsXt0\n0MaSF5TPQkJff5ZRqv8NBGQupwgku
qj6SmT1/YkRsRsUghaaj/ryP4xI/N4IX2TXOTWp2FQhCsJu\nYxnT
KJoNpfPGfqRC3BSh7RsIP68GDzWQT/m8MZo4WiPJd41HQvocAK
tUiRNGeGEnUswYZzbmsM7h\nqfdm7BDvIes8YOslGp+RaHEHfJ
G5g4mBxAVR6UJCaTsKPB4iXj/MoL5fAE7pdkwHrOoX4K5wdgXc\
nMgNJWjp0Aeq6uBuRKQEmDJRdc8IiUQr0Rsf8MWfE+FiCFEKdF
CkNPQIIvS5I0bXQxpo23Xb3NiWn\n4z4nILB+5cE6k/1+Lr9dBsUT
+ORJh/yIB2Kh422C5sQGfFR0arSeis1T4OcrRkRygyU+CERj0akZ\n
1ovA0lMjaaCui9CUmtDD8B3YwRmhqdYYcDXFW72Kqlzr29XrXk
7AOOCECfkBw+qJ91sTg/0Eik11\n6SyPyZW0hPRbTmN6UsAqjxX
VENTZZLu1PkIGl80sM40ddKiLhrfpCvtFWjUKmLR0z7ETMcbQYt8
7\n2Glu/Fbs/SB/Un6hWjJJUf934WCZFkY4ZQt76UpFmJWXfVBTZZ
YdhsgwW21T1kxhwnucTVDwq/HH\ny5lQQQMlw4/7tjfa2R4Ae4
T0XjOluj0VDyQfHGTCZhMsBHscpFsCzpNgtjdjOV2pvOmw7n/02
i7h\no+8vZnU7sLApQNmVN/t/D/paDcNOqvEW4keAOfxE2eAJM
XSYVZnCVhlQ5PjPWHJJSfOSaiT7wFSW\n8ngstMpUaRXzbyjiJU/e
RbfInylxKBBRU7nNQLfKaT7+HtOs16T1wkQPPdyaQpUy5A3KMv
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AcOS9j\nXx1wNzrOciJoKv53k8T313IwOU6neFss+uZCwh4MAZA/
m7060kSnSlaqwbyWSXCOXKvc2ObluIx9\nigknO94Mo380DzIV+
cCn4vpi2wtTFBpCT9jTF68HWbhFGsYm0fpkW2U4g5Pdx40zGbQ
urcHT04jc\n29tvsJeVwpjgD8KitDXWFP9m0kr66b1CZe0RnkE9yB
xLXx6HGDQCCtghXkP0URNJoXo2myPgoSVX\n7IaV5OLrmNS7xp
6YeH1PLCKO5zIsFpVYoYPBINmgvJNTtNk5DSyjpSq1Y3bArnNNJF
GVC/cvNt+2\nGRhCE/UqTcR3w6N5AXZVfvSAUFagDnKRRtH1v+E
GujVq0fBC1HDC0svG0HtZt14Xqv+cOSDHzGmM\nq6WVyRuhwt
LC6LqxLEcazrSudDEM9XbCAriZ7rUKbD6Wo3cMVAm9ApP+iYn
m6cEtgTU+7/SDIZGq\nm5le3sXSRh4UWU6AcsZAok2NOjHcQva
+mRtru9PbCoz0+q88Nm+KvL9DQNYNNNaiGG7lIWk2WHxX\nd
pzUEseWy+kdBT0MYyMRN+XnKHz16V0M7wjE8xULa81hsg64lo
pUy+VH58McJmMdrps4EcqU/2vs\n1czax0JAyJ9AKQtGZNfY7sL5
pGVEH/tLbdcqVcdchtktmMbgIzeGTM1t3NN4fc0KRkhgXA6q8+5
g\nk29HjQH9gge2Kh5HmZONDa68irTp7ImZr2bJPj6xBG0qxnklF
q1JWj3bCO4DRDIzIotTMQ9tboR7\ntw/T6zF9yPotTvXQA6g7sXRd
QWMV7tqkRTcAXcrVWBsJxt8AvXK5JDc/rKlfdaqKlI1GXClmTSYk\n
CMLB1gK0sZB5p/yENnuyDo5yfLC+zHZu9jAaZ6bA92D3YiXtDuh
SHU28xaXLcregO7/1NoclZy8l\n+O6E6C9XYFNJzh7f5vzE26+3gFC
irHeVdSOBrlYGSGu/1Ct7lMdy7/i0ukV9pBqJjT3WEtOrzzv9\n9ZjZ
HYawEbDbvmP52WyFScG7Xk3DxH0KDjcwu5cBbm01MelLN5Wy
S3dwNDiXHnCvGvr/qR28gY0k\nxhSlGEP+dqm5YeAx17+C/LLD1
AEP2b1HTpngGQyJg0SEByYr0bvczxO2kkq1noLGlS2PbG5db0GC
\n2moOJnWYItgTaRyGaKgUH6xzPCD6OpONkWL27rm8xg5V1tT
POXlnw89qoAXWjX/yn1vFvoU4/wpx\nBuUHjE43a9xKujSUbbRqs
zSISTNQOSagSTvWbD4c3aS3XVzpbxyBMliisTFlCGNSe96PWCxH
FqmK\nIHr0dOfb8f8/RnpBK0Hw0lGSIqHbWNpf98J2JZ42RN09E
m8xe7nDFTM3OviouvEIOX+MQXea53cN\nb/MuWfmU70YVGEo
Vx/SQ/yAD0iEDzBrEgcXDABa5rhvwlbh6Gh9Z76iSwv4aZjBUChtJ
W/wOG92o\n+M4dfwkuODEvLPVM2i/i93CpTr/I8DE/rAOHZJVfbO
OJ4rji8VwBJB7zOFfSh6UGzZ8Hzi5Q9G1U\nqs3DkgRiNTOInTA7z
otUYupT6snHLWI+R6a1kbWu3QBRecFXch3HeqpAQDyRK4PFAG
Ek++X/gUL+\nu4teCXvqoNnKqPJ9iOoYrHN/HsP2CNXWFRG9fsb
AVDUCyWOYkLaiUFtaF8ofzzceYaqNIabvq9CS\nLWVt2etzDJv68zt
IRIOvHRk02/84UpAzEqwYTHpHj8di+wu5LrvM/ZhZ8+nGhNE8CG
OJh9xhxVha\nDaBvrA0/GYSVHeVKZD/s2Fu2Wmn3VSXnI0EED+e
Mcuw/iF9FL9tbAQCQDsSR6Dep7miVzspMjQuu\nwSikzvHrwOI7
fbQj5VAua3EfbKud9RqFEAYwYbedwMNciuqP1urIzhIcUyw9Ux/
BLj86qbNwXopr\n03YU/1pAru6dfIcrX8PmGFPm/qvoEGdmn+KE
CptPT3f5aydKGQeGECYYxK4fEG4aWtHrRo248j/O\nAsr0UHI7vK
2E8voNE3mp90mWYwM8hgATE5p3zq6IZzHOal+0Mlvcj0iTBOsx
DeYloJZpETCMOgiC\nLMZDnaDw+T1BF2ydsXNPHZMOo3aTDU7
hm4otU78781vIfBKEnpCqreU3uk8ebjPanR8akqOFbqrs\nUCYOi
v/IGWWcpmz5s1AcZUKMU931m9RLdi+YFVGnYEG+j54nkGg51z
C/bK5G8I5Vh4LmcjaSoheV\n/iccBKryoQwjtE0GRtlKLxbBXSvQysJ
N9sSg4Jfl9zUVgPJK12iwEzPc72Cq/djeuNN1nngOHb7G\nFfMq3
scRQ1ML2o13Mgg4UJ6sAPS6jpChTadLbNZ0yS6gXkC2uCBDEOY
FHM+m+OVHeB63IdLrlbYz\nxCb599mNvD3aAk4sI2RK6RpI0q3
Nijzgy+OVAIuM59PFNy+lhGPbeyvY8jVJZz4u2ZVv1A35/R2v\np2q
6EoC4rtyuOwVgaPWGvleRQxR/YLlbDiyQnOFJrMQm5FnprS3CpP
+mA4Hho+2/U+63y5dFx17x\nlsrGCKWGv41OLVrhIk1t5SDJEvHFx
ewgkD96NpPtXCJLNVogsXjh2bK8XypM1RaaOWAIY1WDtGTO\n
OTnZUJszAM7W/mwxX3k/DD8aYbhuAJig8/b9rCYO36W7aSyL37
0vVfQFKYJLwyCVHhZhIWkOPsXR\n5GCvvIB+UpugR2Rclyo7n2Mf
xj8J9Yo/otwPAvi8yvA6cPEJZn/nr1nu/FZhYn1EymTD5anpaY+l\nL
HSY91dL6pLHsrMfPhNs9OlfC0GTgbtqI7cnbq7btS2pSFy1ZZb6h
ZdIvOF5wjPrseBpZo58hnNY\nOmWSnavwqZRKRuvorfJw+6x4U
RY4bhnGfnqepxLwoEwC7IfhsyVUi0q8Z+km8dMrwy9PrHOCGPz
C\nC9YdiuFR8ptUbvo2YOFMPYIxPhLpqSx5lqaimPERU8/91Xm5r
n62/++KLNQv6HYGIyH/BSA7bn2G\nhE8JpMaBXzGhVQ/36R1qek
UwW8cBZG/bCRPo2lscKjN/UIeuDLpvwtTB3EVR4llxdgdM0vLrCB
OG\nxYjVJRGZhWl5Si351BOd8lo+klCqp4w1wMNGAM4oNJ2I1yir
n9A7yYKesEc4yfRY0OAvdaaKUfQt\nlfHU/TiYR2pXGGbgzkRfhsy
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ZbpMys+FY90+biMk/dlvjULW/ZgVpX2i8RmYY6Yd7DZ238S0NcA/
o\nk0cVDzRnJYRWy/ErEcXrDo3nYZijCfWkWASPqaEJMZO5fzyBvK
tEbOniwbAnOBQomxnv8YbAshJ0\nOylVW9FTtA/NwZw5xAtd1P
kxNN/mUHbIBv7V/w0EElvSB96UgSYu8iwfVVhPvY+Tkh5l7vUiLm
LX\nLKnZkqPcAQiy/Auy+TlroPPrasB4AJFF3YaEeA9ZRsEaHYibc9r
6pxJpMoC8tdhZ1B5/t/Lf/kXm\ndf9Q9N6SgtHUnod5gMLNyvDor
P3rvSK0wBTb0F9OVOPrWJ8inGrWqRrRLYw004rUnpjs741qRjxx\
nhuwkKODgizRS/Ukyz8D9cWTfGXnExUyz9KHcuEldMUA3bz7LfV
Ss58PRx2WlfUlx6j4zF/UYuu75\nVWqa/CTw6e2C7CpwxJQY4Byb
Oh9Lv90gfLezDDKZX/NwBXLd2tFP/XYgaVlWD8rYfzEwBjPVhLoC\
nbLAjDZ88gJZk1+iiwUHCIkWSCrOlYFiTOBytKsCRBgmMWZ/u1df
eaDsLquR7UnOSfpJrmknfhb2j\n8dE8wvpUt6YVnRPWPYbq83ze
rahctlhUV2kZl+vPAlG3nFolGSM7CXZVBgZLz1IZ3bJn9+uIP8j7\nO
78+GtbgWk0W4oYd0CmHkGyvwVPhjapjjSovMeS2/OsKJgkGgIElY
2Csavtvi5aH4Y4+v0CJfaMb\nHly/MJPuzdvVUutq6Xu69bUX+hK
mbanryMUlN0L9oTW3E92Ue7BfwmZOZE+h6rVn1rJNYjaZqx/R\
nyhJBobl8zHTZNVHnlmTDAxZDI3RQNATFBedqW/JNIF+puV4k+
M19PfvNWq6T4GfiCk6A1lPOW0/T\nYUQ/bq4stU2VcPmMT6gF3
BslndFaXI2kLV27aCK5eWvYaTDITS/57jkKhhsTsYyMycBT8YG4kX
6P\n3pVMARMZR8oi5+rfrCDXiUvrhZLWoYDpxPBtTo+N8iF5Izscx
LZ+74WIatE2nRq7/M8hPhIgH6Xd\ni//jihJXZZC4OGhu5jMjw+AO
PE7ZBCb0Rp2YA7GblkckgxDtQ/xKsrAUKiwVjb1VGXRQPlpHPC80
\nZoBIZeCOrNDcwa9nR+pkQXAicEG82Z1Y50XtXlft2EdELquM+i
wZTkgSvm5IYvSU2QUNyV88Jc7K\ng9sdSI6eqhHhknkeGfEaMF+
Nw22O0Ir6DIIF2cwunTtME1ihgIJbGwnGa9AAaL3o5h8vL646lVO
y\nrbV+VqSerBkGfR9FXfu19kctm8hpHjW5Vun+HDC3K62RCULy
4/ZTTPYMixvQg0dtLAKHf88TQ7h7\njtWGxWiLwzoK47RjdtuOdJl
RcI+GBZe+TSDZ+AQZTEzmjzpLpAs9UGKmvHNa9Lm4cZvwkDn+
dbAS\nCeSmr82wUd6midESRORqWw6v50UkhxyYnOnqyZJa6o
UznHCAzdXyueTwygJjYMrunt+XzLMSxTt0\nIP7NkAwJQ5teBE0P
0sAzO9dygbHWvdVneUA1x3KZ5mgcD4lyAG/U7oEOu77TFl/2hgi
I2abSvoI8\njO7v1hjFrhUkhzKtsiSfvdmpg5k8oFzq4VDSpjUAkXJp
1hy+OZjT4Nb1pfgsfRHyXPfJjxbSPjfW\nkoafptf+4YQnKWIYTNvle
fcqfygGzRkdTYS2z6ev3Rw6PYy4pYTqKRunVNEInVZtRgRU/xM/p
baS\nGjrabue6y/j0HwxVzvp4V6ZiWwXN1kS1WwjypEj/5WfeFJO
mnngRuLB1nXW5s+AJK6R71Or12tRg\nOuMfdNIrDk5Sr7OJ9NZ
KEyU4knqRWgnSwVFqFg5oSTfQ7WIF1PUNj158kAqdLX943WLO
SrBa42Jq\nSMrZ+cXDGc7gLriERzRagetiEkkK9fxXyBoNFJlZNrRus
LRhcTvFP8wm+cHkjMXSSCwM6DImUBg/\nc3mYxO0LQqR3u1L4
F/2n/8BFJqhNpnCBR5nhXDIx/cu8YRpDPO2gInH7nI1y20Ufascq6
DKief/B\neaeXf5QcGcJtIyT8Srf82QE38zYqhh2hFTthdDuwTTMik
CgueS/vnz/qHTKv6VEknRD1wvet+rdx\n4IPCVOR9kVsrIaKO8LH
murOTTIpeP71tv3Mbn4MvumsiOrtfwLPMXT2EtZ/ycxWLlFy2Jsii
Sq+w\nRb6P7oFTnbK/fSDblraLmdBRSPayM4igAabIGXPykHqZQ
7sy7YphbZSAXY26R2KpO2hw8o6gwPWu\nCMqz65JauXxO748L
dDM9/k3/QZ3jnBbARvyXNaX7gz6xXOX7s2Ogy4dXN6Q7v72EnX
PZQQNBLGOF\nwmg2+HFEZcu+v23KKWhx3YN/4z2+9Jo7eFr0rp
TnwV0IGaKNT/gF+sUBfZc5s25bvnuDbHZ55ZEW\nFjwhhP9Aekli
jbwGTZ8jqP8QQ13+fx4e61e5/4sbwVyVw8n6ZHQL3gLYdf2uStkf
ufBu2oSkD5O7\nB8RQYyjopDglqBcdXLBoiiexpQlvoE/tEyenpC1
HQOnc44FGbkS1ko3ifmAxNV6zX13RNudQRVVp\n/it91diLwiIvm
j9IaCp01m81fSnoRj1GhdAaZfQxSjkcaZaf668AaRPI8UcUzHf1q/z
ORTRRQ9Tw\nvnLDKzw0oZ2mARdWXxEQmp9GPiFqhzAcpblSK
kC7forWocUz9AP1gCooSFLJrGgiITSXQahC4RP2\n6M/lWelZzMpe
CykCO2ECyZgmPlFR9T0GoWWoJjxMKp5cR785o07IQLAexPc8Pm
HCCBEVYQR4+YM8\ngiH9HNO1jnrvugkp+GjXQw8CbN5Ym3Kv/
EGlLLafuy6jnbdq2sKK7E4V5ukRWLxHj/ypEP/QAt9A\nyiZry8iAr4
eT7mJbT0jZmqhx6cdDBSQr0o9HzQiIzHuQGo2cfuF6gnPEi6n39
DdYObW//PdHOw43\nsjZ3CeAb92sL1nKK8ApULbNopbU/8e/czI
76E3Y8tkchoJLeJa4J+FjVImt4l2SKLxivAXzO1dNz\n4oM0aVGncgE
6hWbkp8b2Xt5K9Z+epTfy5ZDkq+bQVZWgFCvUvIahFEl6Uazk/A
ASQZ/OZYQDHvdl\n/fdLSF5e5I1VJUBp9PqCWQLHmy4c7axMd0J
EDKT63M+Qgucidgdy8bwsYRArjjMwoiQz8/aRpTmQ\ntW94MM
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8wGBQigujdTs7ZsfKV7Ze8tz+nP+1A+OIFNKtB945I6j6En83RCH
mJPWctTw+CZQEKPW8a\nwqv0/S3cx/mEGbBHwG/rXBYhBkPXac
aQB76PmIYhU1oP9HSmESQHyzKx0ZytNKB9+tu50jee4lx0\nPihy
OD04BQYJD/MQkkPGyVDgB1YtG4opF1AaZpizGVNJXusLXo/+ANa
hTZR31zyLHcH4pegt7EGS\nu8FutigwjcCG9PRTaE3aI+mTID1Mz
k6iNXaKwl2GXFtXstwdARSpJrsaxnat3jNuFpTYsHdcF4bj\n2KrvCf
UvTllyX7UKxSpJEE+a59j8e4+v7eJb3tXqQlwlfCw4jNLawVu4wGLV
AfJ/4Cxt3HlcimrD\n3Q3rEuBih9m9dyjZp0MmEEcAT1JmV542wB
uzeB4DDnaoC09IvAMjqsBYW7GkEgjOdiWhkzrRhQ1P\nGU9oVQ
IBqkj8wl3YaeR5CGv8TSOiEDxcnO83CUMuxGUxHApkNMNBkT4
v7SiE7jUv+MjUjviweofB\nyMfiGHqV+p4NvFMgamfS5GUNjRfT9
UIU3ePQhJT0fTbqupxIySKMhMXsQ9m3eE/9CT5TCthyz+cR\nue
hSkg0NCHuCcYnkLiWRRneohW/O0G02oKzehRVyFFPk+5AsitYJT
39r56YaBTahdDUdQOHKolit\nQFxHvBGbDsGO+EjazydewGGOf
0Zg96qn+iZx35QqlY8DS4TIysDUKO94EzWSsTNbX4FeVOlLjo2R\
ngaxqWmnTmEHLZ3AjagBw4OUX9JFzDnm4Lou9QNhkdFTy5p8
Dw/2wUWHzyrByse2XivzahTo6/SNy\nk/wCcTMTzJwzI1xPShcEd
3/6dAfguVgsoSDr1Snu2CGOm9TywfT8YGTBtQnWJ2aQk/hRcYE
EjYeU\n6qnWx8nU/k8ftyw0/E29RACYMeYE3Pk7De2YKRfbuxViXl
IQ3wQYdTzz1cKpp0q/13UiCuX2Pm2j\nR+lTZbECik0QqUAfk0/g
CwcywN5/bVnjlf/JX7fquihWylyjzh9N/BrYiOVwEA6mfvjsDe4T/Yl
H\nK6jV0FFOXgZ8W3YU5Xg/T7va5IEH/3lz/vDD+hD1VCJyzNTzTW
vn2xgOPsglev6aVEAaV/NgjnYq\n83xsofhEOjQrsOP8n4rKEm44v
+KoaOh1XLvSqhLVNq2FEYwiD6M+HrjGPt11bJ3LrQB+o5cFGt6a\
nVxyPN2Z1U4mQxtCBGMwhnpdE4R/cAjUJvYLDraKnYCNrJWnN
y8kB5w1IACdNVDX5Ofh3mIy90BNQ\nP30CHONXldgGKlurhS63
By9zjGGkt26GqT0bFJaUdh7ZKr4vA2jZHi2FU3rMkcOp9ohL5l5w
Mrqm\nxFOxD0ctVCwp7epMdSSEfjqJENolK5AJL7JvTNhy6v3PIkt
+AlDqFdCdOXUo15iJrVWxbB2pq4IB\n9axMGJYrtUXKxfsDZrJlohZ
O5/xqrPbhBtTaSjuwgkb0pMJlKq1t6Mkma/EOzuAWv/lZ+LKaVn4
F\nYHZaxGlFhoaYS7DHGZlD1LnB5BjzLnmhHb/8PQiylJ6WtPNigu
InQA/BviAGG5oHyAymsUwgKVGY\n5nT+4KDpb93OlogViG9RjW/
mqo8wvYfgeGYrjJ51hTM5R3k2akTeLqOTju6haQUl5zOh64VdOP
HT\nuMEjInS2wiYuR6KC4+psP0cmGzY4LSDZ7vZuIEHn6rqUtLw
5/v6fs5Jllwp4S1Aenf5QR0YkgkWv\nnim8lCKbNo5vuxJ4+dz/7+B
YC8KJN444xkDQu7wIAdKs0YfiJg2wZX7g4N12oqOaEtWlaA4ILN/
M\npBFRvUaynHPEHc0MvNwn/AMg7S5dsDbEmuSOdy9dftcJ+b
d6gKCjzVzgM/HdBS6SoGkZqAx2RiDT\nx6QS1mebfK/0NQ5mW
dDbD0f2eOQLmQaGFF3JT1tRh14h49ZLyhBFZE2QidgPZMdw9U
Rxrhh1n0Ia\ntkgiegy7OdcHhPFVwuFwcBye5cBbdb8VfSEuBX61
djNvU7RLzPy0wVdHuaj3rBHk9RgwnfHjNFC4\nODb2i8SP5ps0Pz
CbfjSaO30e0C4u1BpuYEU1SKQ+H6uby3LflEep4O2e7kn4GJjyQg
sTdpgT8BvF\nJayIRHF9WIQtKPI2NB9Mmj4hZ34prc/uYEat6CWy
kv3j/IZUALrEzOgBhkjypiP3yCin/xiOI1DT\necwVcSrfvx/fDHfPuCY
LjOTUIqZnbdPgU4jVNQPHodOs+HtI45aXlIvoqlAElN2aksYhk7cN
giaw\nCsuUMuUMM16H+1yAuN8O3aSq4h8UJvRz3Atvli/h8y03v
sdXzXM2fPWMLbIkmRpf/DO02gW3+NhB\ns/fc9T/RmpVfxbOtq
Y2YkUpvUJu72p7bmKef6kr9tqkmrAqO6Fo/Us9g926TqK9QXGd
UPCsLtIWH\nFNL85VaXhMWjtOKD4JIX/IVzgUcOEzGOxj6HVFB7t
Owt9P7ylKcjszlK8JqBGdzrwJ2arS5bpmXY\nC+3gQ3F4Iigjg4sKzT
YrZwt0N4bv/HKTO0Gjuuv7/3VJ/BoBM3GPTtfsTqOTyyHLh1h833
P3ackU\nd5Vnkm+D0mujBD8uAuX745E9zaOWu1+jPWF40ec8zx
/M6qdFwgHBtCZKFkNVcYXnARlM15iRPibQ\nTIBcnxRXlg0MLKH
K9WOiHaapygrnD3jzwAxz1QOnkruALwSbf/tFgGk6kuM4Ggguo
psdZvffremd\n2FjOyAYfe0ITQzSUIeS9jGD/+8rwf/IRC1NTCCeIW
GcjkaUDApBAgCW3NAIKfOMtgMifbqyzSWm/\nzlH/CKMnI+8EB
wejFLDd+z5+GI+nDphzBe0Dq/n7PWlMxvsX++HFGEqrBZ7qggqv
yakrjj/MW6Mc\nYawhdWCWVtitQsIk2eFtXC4fra/MQQoxpyeCBQ
Yxj7L3oE7bFEakGvd4MfcaShZi0dOhZgYXsOm+\nnbdFVbG0Gay
BXN57wgBh2KR8UO+EqL36AT2wGJT7cPvyEYTjsOQ5gd/jHFubui
sr9oSFgw9Jcag1\nATuI+5oNA1b4wGmZtgYBb97dQKQgq+P/iEL
mqh/3dXHUnryCa+DZD4GoUQ1h/ZNRgLZLCb3tmqGw\ntVa8B4
A5gmUncw9Qs4fzUElSDXKOvMfsdA+21/JjoOVMGa1YanKc6Nwz
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cwUub8DhCQxaSFCAvA8w\nUMLf02+t2cKvvyWISM/V7TN9uFzsJ
iFOadsYZTDcJsalTc4QV5UdsyyVnYs6ElIZmwak1y/wTvkX\nAlLmv
1EVSmjQCRB9sRvnB9lU94X1CYIdbKafj3GKCp8qU76ZCnM/ig==
"

Operation dataOut Data Key

"Decrypt" "{\"servers\":
[{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles37\",\"host\":\"206.189.67.99\",\"pass
word\":\"treeup\",\"load\":97},
{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles36\",\"host\":\"159.65.68.110\",\"pass
word\":\"treeup\",\"load\":73},
{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles35\",\"host\":\"206.189.67.162\",\"pa
ssword\":\"treeup\",\"load\":91},
{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles33\",\"host\":\"138.68.248.56\",\"pass
word\":\"treeup\",\"load\":93},
{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles32\",\"host\":\"206.189.67.138\",\"pa
ssword\":\"treeup\",\"load\":90},
{\"country\":\"US\",\"country_name\":\"US-
TX\",\"alisa_name\":\"Dallas1\",\"host\":\"45.
33.13.52\",\"password\":\"treeup\",\"load\":7
6},{\"country\":\"US\",\"country_name\":\"US-
NJ\",\"alisa_name\":\"Newark2\",\"host\":\"17
2.104.211.225\",\"password\":\"treeup\",\"lo
ad\":60},
{\"country\":\"US\",\"country_name\":\"US-
NJ\",\"alisa_name\":\"Newark1\",\"host\":\"17
2.104.22.5\",\"password\":\"treeup\",\"load\"
:76},
{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York81\",\"host\":\"159.89.227.68\",\"passwo
rd\":\"treeup\",\"load\":99},
{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York79\",\"host\":\"159.65.233.103\",\"passw
ord\":\"treeup\",\"load\":99},
{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York78\",\"host\":\"206.189.195.1\",\"passwo
rd\":\"treeup\",\"load\":90},
{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York76\",\"host\":\"206.189.231.198\",\"pass
word\":\"treeup\",\"load\":96},
{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York74\",\"host\":\"206.189.195.248\",\"pass
word\":\"treeup\",\"load\":94},
{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York40\",\"host\":\"206.189.236.249\",\"pass
word\":\"treeup\",\"load\":56},

"{\"servers\":[{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles37\",\"host\":\"206.189.67.99\",\"password\":\"treeup\",
\"load\":97},{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles36\",\"host\":\"159.65.68.110\",\"password\":\"treeup\",
\"load\":73},{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles35\",\"host\":\"206.189.67.162\",\"password\":\"treeup\
",\"load\":91},{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles33\",\"host\":\"138.68.248.56\",\"password\":\"treeup\",
\"load\":93},{\"country\":\"US\",\"country_name\":\"US-
WEST\",\"alisa_name\":\"Los
Angeles32\",\"host\":\"206.189.67.138\",\"password\":\"treeup\
",\"load\":90},{\"country\":\"US\",\"country_name\":\"US-
TX\",\"alisa_name\":\"Dallas1\",\"host\":\"45.33.13.52\",\"passw
ord\":\"treeup\",\"load\":76},
{\"country\":\"US\",\"country_name\":\"US-
NJ\",\"alisa_name\":\"Newark2\",\"host\":\"172.104.211.225\",\"
password\":\"treeup\",\"load\":60},
{\"country\":\"US\",\"country_name\":\"US-
NJ\",\"alisa_name\":\"Newark1\",\"host\":\"172.104.22.5\",\"pass
word\":\"treeup\",\"load\":76},
{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York81\",\"host\":\"159.89.227.68\",\"password\":\"treeup\",\"lo
ad\":99},{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York79\",\"host\":\"159.65.233.103\",\"password\":\"treeup\",\"l
oad\":99},{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York78\",\"host\":\"206.189.195.1\",\"password\":\"treeup\",\"lo
ad\":90},{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York76\",\"host\":\"206.189.231.198\",\"password\":\"treeup\",\"
load\":96},{\"country\":\"US\",\"country_name\":\"US-
EAST2\",\"alisa_name\":\"New
York74\",\"host\":\"206.189.195.248\",\"password\":\"treeup\",\"
load\":94},{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York40\",\"host\":\"206.189.236.249\",\"password\":\"treeup\",\"
load\":56},{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York39\",\"host\":\"206.189.238.225\",\"password\":\"treeup\",\"
load\":42},{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York38\",\"host\":\"206.189.225.219\",\"password\":\"treeup\",\"
load\":49},{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York37\",\"host\":\"67.205.150.93\",\"password\":\"treeup\",\"lo
ad\":50},{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York36\",\"host\":\"206.189.227.166\",\"password\":\"treeup\",\"
load\":72},{\"country\":\"US\",\"country_name\":\"US-
CA\",\"alisa_name\":\"Fremont1\",\"host\":\"173.230.147.143\",\

"ODYxMDExMDA="
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{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York39\",\"host\":\"206.189.238.225\",\"pass
word\":\"treeup\",\"load\":42},
{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York38\",\"host\":\"206.189.225.219\",\"pass
word\":\"treeup\",\"load\":49},
{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York37\",\"host\":\"67.205.150.93\",\"passwo
rd\":\"treeup\",\"load\":50},
{\"country\":\"US\",\"country_name\":\"US-
EAST\",\"alisa_name\":\"New
York36\",\"host\":\"206.189.227.166\",\"pass
word\":\"treeup\",\"load\":72},
{\"country\":\"US\",\"country_name\":\"US-
CA\",\"alisa_name\":\"Fremont1\",\"host\":\"1
73.230.147.143\",\"password\":\"treeup\",\"l
oad\":47},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom2\",\"alisa_name\":\"United
Kingdom150\",\"host\":\"46.101.36.170\",\"p
assword\":\"treeup\",\"load\":76},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom2\",\"alisa_name\":\"United
Kingdom149\",\"host\":\"178.62.32.229\",\"p
assword\":\"treeup\",\"load\":96},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom2\",\"alisa_name\":\"United
Kingdom145\",\"host\":\"46.101.36.47\",\"pas
sword\":\"treeup\",\"load\":87},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom2\",\"alisa_name\":\"United
Kingdom141\",\"host\":\"46.101.36.49\",\"pas
sword\":\"treeup\",\"load\":98},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom2\",\"alisa_name\":\"United
Kingdom139\",\"host\":\"46.101.36.182\",\"p
assword\":\"treeup\",\"load\":51},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom\",\"alisa_name\":\"United
Kingdom176\",\"host\":\"194.124.32.34\",\"p
assword\":\"treeup\",\"load\":84},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom\",\"alisa_name\":\"United
Kingdom172\",\"host\":\"46.101.34.6\",\"pass
word\":\"treeup\",\"load\":76},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom\",\"alisa_name\":\"United
Kingdom171\",\"host\":\"46.101.34.8\",\"pass
word\":\"treeup\",\"load\":85},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom\",\"alisa_name\":\"United
Kingdom170\",\"host\":\"178.62.13.223\",\"p
assword\":\"treeup\",\"load\":53},
{\"country\":\"GB\",\"country_name\":\"Unite
d Kingdom\",\"alisa_name\":\"United
Kingdom169\",\"host\":\"178.62.14.233\",\"p
assword\":\"treeup\",\"load\":57},
{\"country\":\"SG\",\"country_name\":\"Singa
pore3\",\"alisa_name\":\"Singapore346\",\"h
ost\":\"128.199.115.50\",\"password\":\"tree

"password\":\"treeup\",\"load\":47},
{\"country\":\"GB\",\"country_name\":\"United
Kingdom2\",\"alisa_name\":\"United
Kingdom150\",\"host\":\"46.101.36.170\",\"password\":\"treeup
\",\"load\":76},{\"country\":\"GB\",\"country_name\":\"United
Kingdom2\",\"alisa_name\":\"United
Kingdom149\",\"host\":\"178.62.32.229\",\"password\":\"treeup
\",\"load\":96},{\"country\":\"GB\",\"country_name\":\"United
Kingdom2\",\"alisa_name\":\"United
Kingdom145\",\"host\":\"46.101.36.47\",\"password\":\"treeup\"
,\"load\":87},{\"country\":\"GB\",\"country_name\":\"United
Kingdom2\",\"alisa_name\":\"United
Kingdom141\",\"host\":\"46.101.36.49\",\"password\":\"treeup\"
,\"load\":98},{\"country\":\"GB\",\"country_name\":\"United
Kingdom2\",\"alisa_name\":\"United
Kingdom139\",\"host\":\"46.101.36.182\",\"password\":\"treeup
\",\"load\":51},{\"country\":\"GB\",\"country_name\":\"United
Kingdom\",\"alisa_name\":\"United
Kingdom176\",\"host\":\"194.124.32.34\",\"password\":\"treeup
\",\"load\":84},{\"country\":\"GB\",\"country_name\":\"United
Kingdom\",\"alisa_name\":\"United
Kingdom172\",\"host\":\"46.101.34.6\",\"password\":\"treeup\",\
"load\":76},{\"country\":\"GB\",\"country_name\":\"United
Kingdom\",\"alisa_name\":\"United
Kingdom171\",\"host\":\"46.101.34.8\",\"password\":\"treeup\",\
"load\":85},{\"country\":\"GB\",\"country_name\":\"United
Kingdom\",\"alisa_name\":\"United
Kingdom170\",\"host\":\"178.62.13.223\",\"password\":\"treeup
\",\"load\":53},{\"country\":\"GB\",\"country_name\":\"United
Kingdom\",\"alisa_name\":\"United
Kingdom169\",\"host\":\"178.62.14.233\",\"password\":\"treeup
\",\"load\":57},
{\"country\":\"SG\",\"country_name\":\"Singapore3\",\"alisa_na
me\":\"Singapore346\",\"host\":\"128.199.115.50\",\"password\"
:\"treeup\",\"load\":99},
{\"country\":\"SG\",\"country_name\":\"Singapore3\",\"alisa_na
me\":\"Singapore342\",\"host\":\"128.199.115.67\",\"password\"
:\"treeup\",\"load\":71},
{\"country\":\"SG\",\"country_name\":\"Singapore3\",\"alisa_na
me\":\"Singapore340\",\"host\":\"128.199.121.89\",\"password\"
:\"treeup\",\"load\":75},
{\"country\":\"SG\",\"country_name\":\"Singapore3\",\"alisa_na
me\":\"Singapore338\",\"host\":\"128.199.115.78\",\"password\"
:\"treeup\",\"load\":84},
{\"country\":\"SG\",\"country_name\":\"Singapore3\",\"alisa_na
me\":\"Singapore336\",\"host\":\"128.199.115.72\",\"password\"
:\"treeup\",\"load\":92},
{\"country\":\"SG\",\"country_name\":\"Singapore2\",\"alisa_na
me\":\"Singapore298\",\"host\":\"128.199.116.34\",\"password\"
:\"treeup\",\"load\":65},
{\"country\":\"SG\",\"country_name\":\"Singapore2\",\"alisa_na
me\":\"Singapore295\",\"host\":\"128.199.121.115\",\"password
\":\"treeup\",\"load\":85},
{\"country\":\"SG\",\"country_name\":\"Singapore2\",\"alisa_na
me\":\"Singapore294\",\"host\":\"128.199.116.40\",\"password\"
:\"treeup\",\"load\":73},
{\"country\":\"SG\",\"country_name\":\"Singapore2\",\"alisa_na
me\":\"Singapore288\",\"host\":\"128.199.98.199\",\"password\"
:\"treeup\",\"load\":27},
{\"country\":\"SG\",\"country_name\":\"Singapore2\",\"alisa_na
me\":\"Singapore287\",\"host\":\"128.199.116.62\",\"password\"
:\"treeup\",\"load\":44},
{\"country\":\"SG\",\"country_name\":\"Singapore\",\"alisa_nam
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up\",\"load\":99},
{\"country\":\"SG\",\"country_name\":\"Singa
pore3\",\"alisa_name\":\"Singapore342\",\"h
ost\":\"128.199.115.67\",\"password\":\"tree
up\",\"load\":71},
{\"country\":\"SG\",\"country_name\":\"Singa
pore3\",\"alisa_name\":\"Singapore340\",\"h
ost\":\"128.199.121.89\",\"password\":\"tree
up\",\"load\":75},
{\"country\":\"SG\",\"country_name\":\"Singa
pore3\",\"alisa_name\":\"Singapore338\",\"h
ost\":\"128.199.115.78\",\"password\":\"tree
up\",\"load\":84},
{\"country\":\"SG\",\"country_name\":\"Singa
pore3\",\"alisa_name\":\"Singapore336\",\"h
ost\":\"128.199.115.72\",\"password\":\"tree
up\",\"load\":92},
{\"country\":\"SG\",\"country_name\":\"Singa
pore2\",\"alisa_name\":\"Singapore298\",\"h
ost\":\"128.199.116.34\",\"password\":\"tree
up\",\"load\":65},
{\"country\":\"SG\",\"country_name\":\"Singa
pore2\",\"alisa_name\":\"Singapore295\",\"h
ost\":\"128.199.121.115\",\"password\":\"tree
up\",\"load\":85},
{\"country\":\"SG\",\"country_name\":\"Singa
pore2\",\"alisa_name\":\"Singapore294\",\"h
ost\":\"128.199.116.40\",\"password\":\"tree
up\",\"load\":73},
{\"country\":\"SG\",\"country_name\":\"Singa
pore2\",\"alisa_name\":\"Singapore288\",\"h
ost\":\"128.199.98.199\",\"password\":\"tree
up\",\"load\":27},
{\"country\":\"SG\",\"country_name\":\"Singa
pore2\",\"alisa_name\":\"Singapore287\",\"h
ost\":\"128.199.116.62\",\"password\":\"tree
up\",\"load\":44},
{\"country\":\"SG\",\"country_name\":\"Singa
pore\",\"alisa_name\":\"Singapore160\",\"ho
st\":\"178.128.16.205\",\"password\":\"treeu
p\",\"load\":95},
{\"country\":\"SG\",\"country_name\":\"Singa
pore\",\"alisa_name\":\"Singapore158\",\"ho
st\":\"178.128.16.188\",\"password\":\"treeu
p\",\"load\":95},
{\"country\":\"SG\",\"country_name\":\"Singa
pore\",\"alisa_name\":\"Singapore157\",\"ho
st\":\"178.128.219.216\",\"password\":\"tree
up\",\"load\":63},
{\"country\":\"SG\",\"country_name\":\"Singa
pore\",\"alisa_name\":\"Singapore154\",\"ho
st\":\"178.128.16.176\",\"password\":\"treeu
p\",\"load\":65},
{\"country\":\"SG\",\"country_name\":\"Singa
pore\",\"alisa_name\":\"Singapore153\",\"ho
st\":\"178.128.16.35\",\"password\":\"treeup\
",\"load\":93},
{\"country\":\"NL\",\"country_name\":\"Neth
erlands\",\"alisa_name\":\"Netherlands50\",\
"host\":\"51.15.126.219\",\"password\":\"tree
up\",\"load\":87},
{\"country\":\"NL\",\"country_name\":\"Neth
erlands\",\"alisa_name\":\"Netherlands48\",\

e\":\"Singapore160\",\"host\":\"178.128.16.205\",\"password\":\
"treeup\",\"load\":95},
{\"country\":\"SG\",\"country_name\":\"Singapore\",\"alisa_nam
e\":\"Singapore158\",\"host\":\"178.128.16.188\",\"password\":\
"treeup\",\"load\":95},
{\"country\":\"SG\",\"country_name\":\"Singapore\",\"alisa_nam
e\":\"Singapore157\",\"host\":\"178.128.219.216\",\"password\":
\"treeup\",\"load\":63},
{\"country\":\"SG\",\"country_name\":\"Singapore\",\"alisa_nam
e\":\"Singapore154\",\"host\":\"178.128.16.176\",\"password\":\
"treeup\",\"load\":65},
{\"country\":\"SG\",\"country_name\":\"Singapore\",\"alisa_nam
e\":\"Singapore153\",\"host\":\"178.128.16.35\",\"password\":\"t
reeup\",\"load\":93},
{\"country\":\"NL\",\"country_name\":\"Netherlands\",\"alisa_na
me\":\"Netherlands50\",\"host\":\"51.15.126.219\",\"password\"
:\"treeup\",\"load\":87},
{\"country\":\"NL\",\"country_name\":\"Netherlands\",\"alisa_na
me\":\"Netherlands48\",\"host\":\"51.15.115.204\",\"password\"
:\"treeup\",\"load\":71},
{\"country\":\"NL\",\"country_name\":\"Netherlands\",\"alisa_na
me\":\"Netherlands46\",\"host\":\"51.15.85.9\",\"password\":\"t
reeup\",\"load\":96},
{\"country\":\"NL\",\"country_name\":\"Netherlands\",\"alisa_na
me\":\"Netherlands45\",\"host\":\"51.15.90.4\",\"password\":\"t
reeup\",\"load\":81},
{\"country\":\"NL\",\"country_name\":\"Netherlands\",\"alisa_na
me\":\"Netherlands44\",\"host\":\"51.15.52.248\",\"password\":
\"treeup\",\"load\":74},
{\"country\":\"JP\",\"country_name\":\"Japan\",\"alisa_name\":\"J
apan3\",\"host\":\"172.105.202.229\",\"password\":\"treeup\",\"l
oad\":23},
{\"country\":\"JP\",\"country_name\":\"Japan\",\"alisa_name\":\"J
apan2\",\"host\":\"172.104.97.53\",\"password\":\"treeup\",\"loa
d\":48},
{\"country\":\"JP\",\"country_name\":\"Japan\",\"alisa_name\":\"J
apan1\",\"host\":\"172.104.96.204\",\"password\":\"treeup\",\"lo
ad\":19},
{\"country\":\"IN\",\"country_name\":\"India\",\"alisa_name\":\"I
ndia16\",\"host\":\"159.89.171.149\",\"password\":\"treeup\",\"l
oad\":100},
{\"country\":\"IN\",\"country_name\":\"India\",\"alisa_name\":\"I
ndia13\",\"host\":\"159.89.162.224\",\"password\":\"treeup\",\"l
oad\":84},
{\"country\":\"IN\",\"country_name\":\"India\",\"alisa_name\":\"I
ndia6\",\"host\":\"159.89.165.253\",\"password\":\"treeup\",\"lo
ad\":88},
{\"country\":\"IN\",\"country_name\":\"India\",\"alisa_name\":\"I
ndia5\",\"host\":\"206.189.143.242\",\"password\":\"treeup\",\"l
oad\":73},
{\"country\":\"IN\",\"country_name\":\"India\",\"alisa_name\":\"I
ndia4\",\"host\":\"159.65.149.90\",\"password\":\"treeup\",\"loa
d\":69},
{\"country\":\"DE\",\"country_name\":\"German3\",\"alisa_name
\":\"German11\",\"host\":\"46.101.245.220\",\"password\":\"tree
up\",\"load\":47},
{\"country\":\"DE\",\"country_name\":\"German3\",\"alisa_name
\":\"German19\",\"host\":\"159.69.193.163\",\"password\":\"tree
up\",\"load\":82},
{\"country\":\"DE\",\"country_name\":\"German3\",\"alisa_name
\":\"German15\",\"host\":\"159.69.195.110\",\"password\":\"tree
up\",\"load\":74},
{\"country\":\"DE\",\"country_name\":\"German3\",\"alisa_name
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"host\":\"51.15.115.204\",\"password\":\"tree
up\",\"load\":71},
{\"country\":\"NL\",\"country_name\":\"Neth
erlands\",\"alisa_name\":\"Netherlands46\",\
"host\":\"51.15.85.9\",\"password\":\"treeup\
",\"load\":96},
{\"country\":\"NL\",\"country_name\":\"Neth
erlands\",\"alisa_name\":\"Netherlands45\",\
"host\":\"51.15.90.4\",\"password\":\"treeup\
",\"load\":81},
{\"country\":\"NL\",\"country_name\":\"Neth
erlands\",\"alisa_name\":\"Netherlands44\",\
"host\":\"51.15.52.248\",\"password\":\"treeu
p\",\"load\":74},
{\"country\":\"JP\",\"country_name\":\"Japan\
",\"alisa_name\":\"Japan3\",\"host\":\"172.10
5.202.229\",\"password\":\"treeup\",\"load\":
23},
{\"country\":\"JP\",\"country_name\":\"Japan\
",\"alisa_name\":\"Japan2\",\"host\":\"172.10
4.97.53\",\"password\":\"treeup\",\"load\":48
},
{\"country\":\"JP\",\"country_name\":\"Japan\
",\"alisa_name\":\"Japan1\",\"host\":\"172.10
4.96.204\",\"password\":\"treeup\",\"load\":1
9},
{\"country\":\"IN\",\"country_name\":\"India\
",\"alisa_name\":\"India16\",\"host\":\"159.89
.171.149\",\"password\":\"treeup\",\"load\":1
00},
{\"country\":\"IN\",\"country_name\":\"India\
",\"alisa_name\":\"India13\",\"host\":\"159.89
.162.224\",\"password\":\"treeup\",\"load\":8
4},
{\"country\":\"IN\",\"country_name\":\"India\
",\"alisa_name\":\"India6\",\"host\":\"159.89.
165.253\",\"password\":\"treeup\",\"load\":8
8},
{\"country\":\"IN\",\"country_name\":\"India\
",\"alisa_name\":\"India5\",\"host\":\"206.189
.143.242\",\"password\":\"treeup\",\"load\":7
3},
{\"country\":\"IN\",\"country_name\":\"India\
",\"alisa_name\":\"India4\",\"host\":\"159.65.
149.90\",\"password\":\"treeup\",\"load\":69}
,
{\"country\":\"DE\",\"country_name\":\"Germ
an3\",\"alisa_name\":\"German11\",\"host\":\
"46.101.245.220\",\"password\":\"treeup\",\"l
oad\":47},
{\"country\":\"DE\",\"country_name\":\"Germ
an3\",\"alisa_name\":\"German19\",\"host\":\
"159.69.193.163\",\"password\":\"treeup\",\"l
oad\":82},
{\"country\":\"DE\",\"country_name\":\"Germ
an3\",\"alisa_name\":\"German15\",\"host\":\
"159.69.195.110\",\"password\":\"treeup\",\"l
oad\":74},
{\"country\":\"DE\",\"country_name\":\"Germ
an3\",\"alisa_name\":\"German10\",\"host\":\
"104.248.37.156\",\"password\":\"treeup\",\"l
oad\":37},
{\"country\":\"DE\",\"country_name\":\"Germ

\":\"German10\",\"host\":\"104.248.37.156\",\"password\":\"tree
up\",\"load\":37},
{\"country\":\"DE\",\"country_name\":\"German3\",\"alisa_name
\":\"German09\",\"host\":\"104.248.37.161\",\"password\":\"tree
up\",\"load\":45},
{\"country\":\"DE\",\"country_name\":\"German2\",\"alisa_name
\":\"German289\",\"host\":\"159.89.106.118\",\"password\":\"tre
eup\",\"load\":99},
{\"country\":\"DE\",\"country_name\":\"German2\",\"alisa_name
\":\"German283\",\"host\":\"159.89.106.67\",\"password\":\"tree
up\",\"load\":89},
{\"country\":\"DE\",\"country_name\":\"German2\",\"alisa_name
\":\"German281\",\"host\":\"159.89.106.174\",\"password\":\"tre
eup\",\"load\":67},
{\"country\":\"DE\",\"country_name\":\"German2\",\"alisa_name
\":\"German279\",\"host\":\"159.89.106.228\",\"password\":\"tre
eup\",\"load\":78},
{\"country\":\"DE\",\"country_name\":\"German2\",\"alisa_name
\":\"German278\",\"host\":\"159.89.106.223\",\"password\":\"tre
eup\",\"load\":84},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German261\",\"host\":\"173.212.199.70\",\"password\":\"tre
eup\",\"load\":90},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German260\",\"host\":\"159.89.102.117\",\"password\":\"tre
eup\",\"load\":79},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German257\",\"host\":\"159.89.102.127\",\"password\":\"tre
eup\",\"load\":88},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German255\",\"host\":\"159.89.102.135\",\"password\":\"tre
eup\",\"load\":62},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German253\",\"host\":\"159.89.102.139\",\"password\":\"tre
eup\",\"load\":85},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German252\",\"host\":\"159.89.102.142\",\"password\":\"tre
eup\",\"load\":99},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German251\",\"host\":\"159.89.102.156\",\"password\":\"tre
eup\",\"load\":69},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German250\",\"host\":\"159.89.110.166\",\"password\":\"tre
eup\",\"load\":67},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German249\",\"host\":\"159.89.102.161\",\"password\":\"tre
eup\",\"load\":62},
{\"country\":\"DE\",\"country_name\":\"German\",\"alisa_name\
":\"German248\",\"host\":\"159.89.102.162\",\"password\":\"tre
eup\",\"load\":31},
{\"country\":\"FR\",\"country_name\":\"France\",\"alisa_name\":\
"France50\",\"host\":\"51.158.69.86\",\"password\":\"treeup\",\"
load\":73},
{\"country\":\"FR\",\"country_name\":\"France\",\"alisa_name\":\
"France49\",\"host\":\"212.47.238.226\",\"password\":\"treeup\"
,\"load\":99},
{\"country\":\"FR\",\"country_name\":\"France\",\"alisa_name\":\
"France45\",\"host\":\"163.172.138.22\",\"password\":\"treeup\"
,\"load\":87},
{\"country\":\"FR\",\"country_name\":\"France\",\"alisa_name\":\
"France44\",\"host\":\"51.158.65.22\",\"password\":\"treeup\",\"
load\":93},
{\"country\":\"FR\",\"country_name\":\"France\",\"alisa_name\":\
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an3\",\"alisa_name\":\"German09\",\"host\":\
"104.248.37.161\",\"password\":\"treeup\",\"l
oad\":45},
{\"country\":\"DE\",\"country_name\":\"Germ
an2\",\"alisa_name\":\"German289\",\"host\"
:\"159.89.106.118\",\"password\":\"treeup\",\
"load\":99},
{\"country\":\"DE\",\"country_name\":\"Germ
an2\",\"alisa_name\":\"German283\",\"host\"
:\"159.89.106.67\",\"password\":\"treeup\",\"l
oad\":89},
{\"country\":\"DE\",\"country_name\":\"Germ
an2\",\"alisa_name\":\"German281\",\"host\"
:\"159.89.106.174\",\"password\":\"treeup\",\
"load\":67},
{\"country\":\"DE\",\"country_name\":\"Germ
an2\",\"alisa_name\":\"German279\",\"host\"
:\"159.89.106.228\",\"password\":\"treeup\",\
"load\":78},
{\"country\":\"DE\",\"country_name\":\"Germ
an2\",\"alisa_name\":\"German278\",\"host\"
:\"159.89.106.223\",\"password\":\"treeup\",\
"load\":84},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German261\",\"host\":\
"173.212.199.70\",\"password\":\"treeup\",\"l
oad\":90},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German260\",\"host\":\
"159.89.102.117\",\"password\":\"treeup\",\"l
oad\":79},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German257\",\"host\":\
"159.89.102.127\",\"password\":\"treeup\",\"l
oad\":88},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German255\",\"host\":\
"159.89.102.135\",\"password\":\"treeup\",\"l
oad\":62},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German253\",\"host\":\
"159.89.102.139\",\"password\":\"treeup\",\"l
oad\":85},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German252\",\"host\":\
"159.89.102.142\",\"password\":\"treeup\",\"l
oad\":99},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German251\",\"host\":\
"159.89.102.156\",\"password\":\"treeup\",\"l
oad\":69},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German250\",\"host\":\
"159.89.110.166\",\"password\":\"treeup\",\"l
oad\":67},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German249\",\"host\":\
"159.89.102.161\",\"password\":\"treeup\",\"l
oad\":62},
{\"country\":\"DE\",\"country_name\":\"Germ
an\",\"alisa_name\":\"German248\",\"host\":\
"159.89.102.162\",\"password\":\"treeup\",\"l
oad\":31},

"France43\",\"host\":\"51.158.77.41\",\"password\":\"treeup\",\"
load\":80},
{\"country\":\"CA\",\"country_name\":\"Canada\",\"alisa_name\"
:\"Canada50\",\"host\":\"142.93.146.15\",\"password\":\"treeup\
",\"load\":87},
{\"country\":\"CA\",\"country_name\":\"Canada\",\"alisa_name\"
:\"Canada49\",\"host\":\"159.89.121.167\",\"password\":\"treeu
p\",\"load\":37},
{\"country\":\"CA\",\"country_name\":\"Canada\",\"alisa_name\"
:\"Canada48\",\"host\":\"142.93.146.2\",\"password\":\"treeup\"
,\"load\":58},
{\"country\":\"CA\",\"country_name\":\"Canada\",\"alisa_name\"
:\"Canada47\",\"host\":\"142.93.156.4\",\"password\":\"treeup\"
,\"load\":83},
{\"country\":\"CA\",\"country_name\":\"Canada\",\"alisa_name\"
:\"Canada46\",\"host\":\"142.93.156.249\",\"password\":\"treeu
p\",\"load\":95},
{\"country\":\"CA\",\"country_name\":\"Canada\",\"alisa_name\"
:\"Canada01\",\"host\":\"142.93.148.15\",\"password\":\"treeup\
",\"load\":89}],\"tcp\":[443,8080],\"udp\":[800],\"auto\":{\"ALL\":
[\"UDP\",\"TCP\",\"IKEv2\",\"IPSEC\"],\"IR\":
[\"IKEv2\",\"IPSEC\",\"UDP\",\"TCP\"],\"CN\":
[\"IKEv2\",\"IPSEC\"]}}"
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{\"country\":\"FR\",\"country_name\":\"Franc
e\",\"alisa_name\":\"France50\",\"host\":\"51.
158.69.86\",\"password\":\"treeup\",\"load\":
73},
{\"country\":\"FR\",\"country_name\":\"Franc
e\",\"alisa_name\":\"France49\",\"host\":\"21
2.47.238.226\",\"password\":\"treeup\",\"loa
d\":99},
{\"country\":\"FR\",\"country_name\":\"Franc
e\",\"alisa_name\":\"France45\",\"host\":\"16
3.172.138.22\",\"password\":\"treeup\",\"loa
d\":87},
{\"country\":\"FR\",\"country_name\":\"Franc
e\",\"alisa_name\":\"France44\",\"host\":\"51.
158.65.22\",\"password\":\"treeup\",\"load\":
93},
{\"country\":\"FR\",\"country_name\":\"Franc
e\",\"alisa_name\":\"France43\",\"host\":\"51.
158.77.41\",\"password\":\"treeup\",\"load\":
80},
{\"country\":\"CA\",\"country_name\":\"Cana
da\",\"alisa_name\":\"Canada50\",\"host\":\"
142.93.146.15\",\"password\":\"treeup\",\"lo
ad\":87},
{\"country\":\"CA\",\"country_name\":\"Cana
da\",\"alisa_name\":\"Canada49\",\"host\":\"
159.89.121.167\",\"password\":\"treeup\",\"l
oad\":37},
{\"country\":\"CA\",\"country_name\":\"Cana
da\",\"alisa_name\":\"Canada48\",\"host\":\"
142.93.146.2\",\"password\":\"treeup\",\"loa
d\":58},
{\"country\":\"CA\",\"country_name\":\"Cana
da\",\"alisa_name\":\"Canada47\",\"host\":\"
142.93.156.4\",\"password\":\"treeup\",\"loa
d\":83},
{\"country\":\"CA\",\"country_name\":\"Cana
da\",\"alisa_name\":\"Canada46\",\"host\":\"
142.93.156.249\",\"password\":\"treeup\",\"l
oad\":95},
{\"country\":\"CA\",\"country_name\":\"Cana
da\",\"alisa_name\":\"Canada01\",\"host\":\"
142.93.148.15\",\"password\":\"treeup\",\"lo
ad\":89}],\"tcp\":[443,8080],\"udp\":
[800],\"auto\":{\"ALL\":
[\"UDP\",\"TCP\",\"IKEv2\",\"IPSEC\"],\"IR\":
[\"IKEv2\",\"IPSEC\",\"UDP\",\"TCP\"],\"CN\":
[\"IKEv2\",\"IPSEC\"]}}"

hardcoded_key count Method hardcoded_key_found

"86101100" 1 "CCCrypt" true


REVIEW

FPT_TUD_EXT.1.5 Application versions are displayed.
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Testing Criteria
The application shall [selection, at least one of: provide the ability, leverage
the platform] to query the current version of the application software.


Evaluation Activity
The evaluator shall query the application for the current version of the 
software according to the operational user guidance (AGD_OPE.1) and shall 
verify that the current version matches that of the documented and installed 
version.



The version string found in the application and the version on the App Store are displayed below. The evaluator should confirm that they match the version listed
in the documentation.

Long:
190217
Short:
1.44


FAIL

FTP_DIT_EXT.1.1
Application has iOS's Application Transport Security feature disabled. The corresponding entry from the application's Info.plist file
is displayed.



Testing Criteria
The application shall [selection:

not transmit any data,

not transmit any sensitive data,

encrypt all transmitted sensitive data with [selection, at least one of:
HTTPS, TLS, DTLS, SSH as conforming to the Extended Package for Secure
Shell] ,

encrypt all transmitted data with [selection, at least one of: HTTPS, TLS,
DTLS, SSH]

] between itself and another trusted IT product.


Evaluation Activity
If "encrypt all transmitted data" is selected, the evaluator shall ensure that the 
application's Info.plist file does not contain the NSAllowsArbitraryLoads or 
NSExceptionAllowsInsecureHTTPLoads keys, as these keys disable iOS's 
Application Transport Security feature.



We check if the application has iOS's Application Transport Security feature disabled and display the corresponding entry from the application's Info.plist file.

NSAppTransportSecurityDisabled

true

NSAppTransportSecurity

NSAllowsArbitraryLoads

true

NSExceptionDomains

NSAppTransportSecurity_xml

<?xml version="1.0" encoding="UTF-8"?>
<plist version="1.0">
 <dict>

 <key>NSAllowsArbitraryLoads</key>
 <true/>

  </dict>
</plist>
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PASS

FPT_TUD_EXT.1.6 Application is digitally signed by Apple (it is distributed through the iTunes App Store).



Testing Criteria
The application installation package and its updates shall be digitally
signed such that its platform can cryptographically verify them prior to
installation.


Evaluation Activity
The evaluator shall verify that the TSS identifies how the application 
installation package and updates to it are signed by an authorized source. The 
definition of an authorized source must be contained in the TSS. The evaluator 
shall also ensure that the TSS (or the operational guidance) describes how 
candidate updates are obtained.



This requirement is automatically met for all apps distributed by the App Store (these are code signed by Apple). For in house developed apps we report all the
code signature details.

Code Signature:
App Name:
VPN
Compiler:
com.apple.compilers.llvm.clang.1_0
Minimum OS Version:
9.0
Platform:
iphoneos
Platform Version:
12.1


FAIL

FCS_COP.1(2)
Application uses unsupported hashing algorithms (MD2, MD4, MD5, SHA-224) and/or message digest sizes that are not 160 / 256 / 384
/ 512 bits.



Testing Criteria
The application shall perform cryptographic hashing services in
accordance with a specified cryptographic algorithm [selection:

SHA-1,

SHA-256,

SHA-384,

SHA-512,

no other algorithms

] and message digest sizes [selection:
160,

256,

384,

512,

no other message digest sizes

] bits that meet the following: FIPS Pub 180-4.


Evaluation Activity
The evaluator shall check that the association of the hash function with other 
application cryptographic functions (for example, the digital signature 
verification function) is documented in the TSS.



We report the algorithm used for hashing, the data that will be hashed as well as message digest size for all operations that are using the iOS hashing libraries.
Hash Ops:
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message_digest_size_bits algorithmmessage_digest_size_bits algorithm

160 SHA-1

128 MD5


PASS

FPT_AEX_EXT.1.1 The application does not request to map memory at an explicit address.



Testing Criteria
The application shall not request to map memory at an explicit address
except for [assignment: list of explicit exceptions] .


Evaluation Activity
The evaluator shall perform a static analysis to search for any mmap calls (or 
API calls that call mmap), and ensure that no arguments are provided that 
request a mapping at a fixed address.



The following table lists all calls to the mmap function along with the memory addresses that were requested.

Calls:

protection_flags address

PROT_READ 0x0

PROT_READ, PROT_WRITE 0x0


REVIEW

FCS_COP.1(3)
iOS only supports signing using the RSA scheme through the SecKeyRawSign method, if it is used we detect and present all private
keys.



Testing Criteria
The application shall perform cryptographic signature services (generation
and verification) in accordance with a specified cryptographic algorithm
[selection:

RSA schemes using cryptographic key sizes of 2048-bit or greater that
meet the following: FIPS PUB 186-4, "Digital Signature Standard (DSS)",
Section 4 ,

ECDSA schemes using "NIST curves" P-256, P-384 and [selection: P-521,
no other curves] that meet the following: FIPS PUB 186-4, "Digital
Signature Standard (DSS)", Section 5

]


Evaluation Activity
The evaluator shall perform a series of ECDSA Algorithm tests and RSA 
Signature Algorithm Tests
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Application Information

Application name Package name

VPN - Super Unlimited Proxy mobi.mobilejump.freevpn

Application version MD5 hash

190217 3098e0f707c0861669c11967d922d2bd

SHA256 hash

2ed30fb9c14ddae296402bc592081cfead0460abe0548770bc953744bdb4ae75



Permissions Requested 

Permission Info Description

 Photos reason for the app to access the user's photo library Need your approval to access photo library!

 Camera reason for the app to access the device's camera Need your approval to access the camera!

Keychain Operations 

Method Item Class Query/Updated Items

SecItemDelete
service_name: "instanceid.test"
account: "temp"

SecItemDelete
service_name: "instanceid.test"
account: "temp"

SecItemDelete
service_name: "com.google.iid.checkin"
account: "mobi.mobilejump.freevpn"

SecItemDelete
service_name: null
account: "mobi.mobilejump.freevpn"

SecItemDelete
service_name: "com.google.iid.checkin"
account: "mobi.mobilejump.freevpn"

SecItemDelete
service_name: null
account: "mobi.mobilejump.freevpn"

SecItemDelete
service_name: "216926094137:*"
account: "mobi.mobilejump.freevpn"

AV Scan Results

 Clean
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Sensitive Data Exposure 

Advertising_Identifier advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2&advertiser_tracking_enabled=1&an
on_id=XZDE5F2CE0-6BBD-4C60-A62F-2CFD79F7E001&application_tracking_enabled=1&event=MOBILE_APP_INSTALL&extinfo=%5B%22i2%22%2C%22mobi.mo
bilejump.freevpn%22%2C%22190217%22%2C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C%22EST%22%2C%22T-Mobil
e%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sch
emes=%5B%22fb828149437372042%22%5D

Advertising_Identifier advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2&advertiser_tracking_enabled=1&an
on_id=XZDE5F2CE0-6BBD-4C60-A62F-2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&extinfo=%5B%22i2%22%2C%22mobi.mo
bilejump.freevpn%22%2C%22190217%22%2C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C%22EST%22%2C%22T-Mobil
e%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sch
emes=%5B%22fb828149437372042%22%5D

Advertising_Identifier advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2&advertiser_tracking_enabled=1&an
on_id=XZDE5F2CE0-6BBD-4C60-A62F-2CFD79F7E001&application_tracking_enabled=1&event=MOBILE_APP_INSTALL&extinfo=%5B%22i2%22%2C%22mobi.mo
bilejump.freevpn%22%2C%22190217%22%2C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C%22EST%22%2C%22T-Mobil
e%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sch
emes=%5B%22fb828149437372042%22%5D

Advertising_Identifier advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2&advertiser_tracking_enabled=1&an
on_id=XZDE5F2CE0-6BBD-4C60-A62F-2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&extinfo=%5B%22i2%22%2C%22mobi.mo
bilejump.freevpn%22%2C%22190217%22%2C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C%22EST%22%2C%22T-Mobil
e%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sch
emes=%5B%22fb828149437372042%22%5D

Advertising_Identifier advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2

https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BABF2&advertiser_tracking_enabled=1&an
on_id=XZDE5F2CE0-6BBD-4C60-A62F-2CFD79F7E001&application_tracking_enabled=1&event=CUSTOM_APP_EVENTS&extinfo=%5B%22i2%22%2C%22mobi.mo
bilejump.freevpn%22%2C%22190217%22%2C%221.4.4%22%2C%2211.1%22%2C%22iPhone10%2C1%22%2C%22en_US%22%2C%22EST%22%2C%22T-Mobil
e%22%2C375%2C667%2C%222.00%22%2C6%2C60%2C50%2C%22America%5C%2FNew_York%22%5D&format=json&include_headers=false&sdk=ios&url_sch
emes=%5B%22fb828149437372042%22%5D

Hard Coded Credentials 

Crypto Key

86101100

Algorithm: DES
Operation: Decrypt
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nbdFVbG0GayBXN57wgBh2KR8UO+EqL36AT2wGJT7cPvyEYTjsOQ5gd/jHFubuisr9oSFgw9Jcag1
ATuI+5oNA1b4wGmZtgYBb97dQKQgq+P/iELmqh/3dXHUnryCa+DZD4GoUQ1h/ZNRgLZLCb3tmqGw
tVa8B4A5gmUncw9Qs4fzUElSDXKOvMfsdA+21/JjoOVMGa1YanKc6NwzcwUub8DhCQxaSFCAvA8w
UMLf02+t2cKvvyWISM/V7TN9uFzsJiFOadsYZTDcJsalTc4QV5UdsyyVnYs6ElIZmwak1y/wTvkX
AlLmv1EVSmjQCRB9sRvnB9lU94X1CYIdbKafj3GKCp8qU76ZCnM/ig==

App Transport Security

 NSAppTransportSecurity Disabled

<?xml version="1.0" encoding="UTF-8"?>
<plist version="1.0">
 <dict>

 <key>NSAllowsArbitraryLoads</key>
 <true/>

  </dict>
</plist>
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Network Traffic

GET http://captive.apple.com/hotspot-detect.html

GET https://settings.crashlytics.com/spi/v2/platforms/ios/apps/mobi.mobilejump.freevpn/settings?build_version=190217&…

POST https://e.crashlytics.com/spi/v2/events

POST https://device-provisioning.googleapis.com/checkin

POST https://graph.facebook.com/v2.10

GET http://ipinfo.io/json

GET https://raw.githubusercontent.com/supermobiteam2/Tizi/master/Images/tizi3.png

POST https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BAB…

GET http://www.mobilejump.mobi/tizi_ads/freetizi1.json

POST https://e.crashlytics.com/spi/v2/events

POST https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BAB…

POST https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BAB…

POST https://iid.googleapis.com/iid/register

GET https://googleads.g.doubleclick.net/mads/static/sdk/native/sdk-core-v40.html



17.253.21.202 Cipher: None TLS Version: None

54.235.142.122 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.243.84.221 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.106 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

157.240.18.15 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

216.239.38.21 Cipher: None TLS Version: None

151.101.248.133 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

157.240.18.15 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

104.27.157.116 Cipher: None TLS Version: None

54.243.84.221 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

157.240.18.15 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

157.240.18.15 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.106 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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GET https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/sdk-core-v40-loader.js

GET https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/production/sdk-core-v40-impl.js?n=true&lv=sdk_2019…

GET https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/sdk-core-v40-loader.appcache

GET https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/production/clearcutlog.js

POST https://alogs.umeng.com/app_logs

GET https://googleads.g.doubleclick.net/mads/gma?native_version=3&request_id=4&u_sso=p&ios_base_sdk=12.1&os_versi…

GET https://googleads.g.doubleclick.net/mads/gma?native_version=3&request_id=3&u_sso=p&ios_base_sdk=12.1&os_versi…

GET https://googleads.g.doubleclick.net/mads/gma?native_version=3&request_id=2&u_sso=p&ios_base_sdk=12.1&os_versi…

GET https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/production/native_ads.html

GET https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/production/native_ads.html

GET https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/production/native_ads.html

GET https://tpc.googlesyndication.com/pagead/images/adchoices/iconx2.png

GET https://lh3.googleusercontent.com/myMlR8tJx_xW8o2-wNY5XT637QWtvYfKtlWn4-oyv0_mmiDMkGCQZHCWBaZmJ9f1Pu…

GET https://lh6.googleusercontent.com/proxy/nj5QQyeaaeMI0KGhi5iFZNQYhOw2Y2mwLuXWR52ww5HwO9IZG7DAFWB3H0…

GET https://tpc.googlesyndication.com/pagead/images/adchoices/iconx2.png

GET https://tpc.googlesyndication.com/pagead/images/adchoices/iconx2.png

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.66 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.8.1 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.7.225 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.7.225 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.8.1 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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GET https://lh3.googleusercontent.com/myMlR8tJx_xW8o2-wNY5XT637QWtvYfKtlWn4-oyv0_mmiDMkGCQZHCWBaZmJ9f1Pu…

GET https://lh6.googleusercontent.com/proxy/nj5QQyeaaeMI0KGhi5iFZNQYhOw2Y2mwLuXWR52ww5HwO9IZG7DAFWB3H0…

GET https://lh6.googleusercontent.com/proxy/nj5QQyeaaeMI0KGhi5iFZNQYhOw2Y2mwLuXWR52ww5HwO9IZG7DAFWB3H0…

GET https://lh3.googleusercontent.com/myMlR8tJx_xW8o2-wNY5XT637QWtvYfKtlWn4-oyv0_mmiDMkGCQZHCWBaZmJ9f1Pu…

POST https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BAB…

POST http://ios.mobilejump.mobi/tizi3.php

GET https://app-measurement.com/config/app/1:216926094137:ios:84754a1a11301e00?platform=ios&app_instance_id=51…

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

172.217.8.1 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.7.225 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.7.225 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.7.225 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.7.225 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

157.240.18.15 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

104.27.156.116 Cipher: None TLS Version: None

172.217.164.142 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.132.118 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://e.crashlytics.com/spi/v2/events

POST https://alogs.umeng.com/app_logs

POST https://e.crashlytics.com/spi/v2/events

POST https://graph.facebook.com/v2.10/828149437372042/activities?advertiser_id=C39F3837-76E9-493F-88CD-BFAEAD2BAB…

POST https://play.googleapis.com/log

POST https://app-measurement.com/a

POST https://app-measurement.com/a

POST https://app-measurement.com/a

POST https://app-measurement.com/a

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

203.119.214.125 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

54.225.188.166 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

157.240.18.15 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.15.106 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.164.142 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.164.142 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.164.142 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2

172.217.164.142 Cipher: ECDHE-RSA-AES128-GCM-SHA256 TLS Version: TLSv1.2
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File Access 

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/StoreKit/receipt

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/exchangeIdentity.json

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8B7CDE5D-EA89-4C6A-B986-DA118C06EFFD.gz

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302155825_e
nvelope.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/91349195663463469177596626995019811720

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn 2)/FIREBASE_UNIQ
UE_INSTALL

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/ABDDAEC9-9077-4FE2-89E0-23A098127ED2.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302214655_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302155825_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B83E5530-236A-4154-B191-B964363CE2B3.gz

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/172013073450246127116296680646889052225

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/A4F1A1E2-5B6A-4D00-9D3C-5536F2773D68.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/ABD36ABC-FD20-46C3-90FA-426BE50BC959.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/79D8FF71-E384-42D7-A7BF-816121A56B0A.gz

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302140397_e
nvelope.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/1720130734502461168313833034558765157993

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/ABDDAEC9-9077-4FE2-89E0-23A098127ED2.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551301646616_envelope.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/91349195663463469171646540884872987557

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/ADB22080-51CE-42BD-BB6E-AA33F376CA31.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/81EEF1A4-E57E-48F7-AEC9-FE5B7B77E8CC.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/01BAAADC-5036-4DC0-9EA4-3FA149DCFCC9.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/19F2F96F-9150-42E5-B8B6-4FC2B2FE13E4.gz
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Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/30C6A554-9332-4607-974E-62E4ABB37FD8.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/29B46892-9169-4739-B8BA-BB6E40DA6346.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/com-facebook-sdk-PersistedAnonymousID.json

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302253548_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/9ABCAF26-45DC-4D32-87E3-EBD2B0C942A7.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/9134919566346346917932610954746101078

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302225011_envelope.log

Read Only  /private/var/mobile/Library/Preferences/com.nablac0d3.SSLKillSwitchSettings.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/FB5EC25E-0CEF-4C51-BC5A-082BAF5DDCF3.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/80B633DB-095C-4F58-BCE4-BB10A2735556.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/97DCAA53-A525-4F38-8870-072E28D55559.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/7C5B697F-BD16-4DE6-87FD-7FBF0B9D6143.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/7FF9531E-1AAD-4223-9D84-BD6A3283E0B9.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/614FC8D8-A254-4DDA-8EFB-0B7DB8BC716F.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/66A18352-9050-4D7B-AC5A-15669377778F.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/28E88743-3A83-4BB7-B0DF-FA553A977BC6.multipartmime

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/mobi.mobilejump.freevpn/fsCachedData/F
7990030-86EA-45CE-8663-257A572231B7

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F973976E-72E0-4555-8CA8-A32E8AAEE49D.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/652876EC-49D5-4FBF-9E62-61E459D7D75D.gz

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/1372315416085228151411594830180303345763

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B3C679C3-F411-482A-9004-4D51E44D2D5D.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F31864F0-9AC9-4A15-8190-DB1EDE0DE3CA.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/BB165B41-3DE4-413B-AD58-27A27208C9D7.gz
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Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/41BEA144-6607-4707-A386-C5D08BA9569B.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/E593707E-0A9B-4604-9B3D-89B37C1715D0.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/255574bbdbbe08
c.gcache

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/CB84B68A-5E08-4283-9CD5-5E2243188269.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/79BF280B-EC85-416D-913E-40DB5440B55D.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/35E67ABC-D5F2-4F90-B782-472692F9E5A5.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/6B3D66D6-8E9C-44C9-AFB3-7E0B84CB4493.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/74EA5948-36D1-47D8-831E-C1B10DAD38E8.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/BAB3FFB2-7E0E-45B9-AE3E-22751D546A9C.gz

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/1039020096324377700711220188916602690988

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302146620_envelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302225011_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F21E4CC5-F5C2-4C5C-A55E-9D12A9291BF4.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/com-facebook-sdk-AppEventsTimeSpent.json

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B0E03DE8-E80F-4331-B287-FB8EADB69703.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/4BB1E876-9710-48EA-9B62-89E501060E01.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302251304_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302217735_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/1E11F7EF-4E8D-499E-8E01-ED7345E2982F.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302140397_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F82157CA-E148-42AA-8B83-59F84214FB02.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8BF9CD16-B169-4116-9D42-C989EEA375DF.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/C29C6639-E010-40A8-86B8-89F6CC545491.multipartmime
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Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/3E7B6CF6-053B-43C8-BB86-9390EE84CA6B.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/0E45C4BB-1EEF-4BF1-AC72-FDC723F02C44.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8642CD86-02A0-47B2-9AD6-9B1BE42BFB85.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B83E5530-236A-4154-B191-B964363CE2B3.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302254590_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/A4F47965-CA94-4E16-9B03-6E0F015A5E06.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/66BE325E-6100-4704-8050-FEEA35FF8147.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/334C2623-3DCF-4D6E-BF64-1FE60C633C9D.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/9583FFCB-D815-4381-B4CC-D640897D5FDF.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/A4A5DAA4-B8CC-4027-BF39-CEDCBD7DBCF7.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/E2B3380D-04C0-4500-8717-05376E37E169.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/74EA5948-36D1-47D8-831E-C1B10DAD38E8.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/6AE33964-6499-4BBA-8B7C-C5737BC5C5A0.gz

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302282037_e
nvelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302279456_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/6B3D66D6-8E9C-44C9-AFB3-7E0B84CB4493.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/103902009632437770078795788739273980439

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/513FD860-8460-4604-9E74-BDE9DE93146F.multipartmime

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/103902009632437770072242052417344560056

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/9B2F5DA5-D1EC-4410-9B94-5A5008CBC036.gz

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302216716_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/CAE48715-A451-41CD-BFA1-A758148AED39.gz

Read Only  /var/mobile/Library/UserConfigurationProfiles/PublicInfo/MCMeta.plist
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Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/9B2F5DA5-D1EC-4410-9B94-5A5008CBC036.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/569B417D-E997-450B-BF12-7FB8C1A010AA.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302162486_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8235BFF8-8C28-4D65-9D0D-C2E21E646CE1.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/exid.dat

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/10C81217-7505-48C1-9AD9-5BE9C91A88A2.multipartmime

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/CFNetworkDownload_iN0Vu9.tmp

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/userInfo.a

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/mobi.mobilejump.freevpn/fsCachedData/
D6C34BC2-BA2F-4325-A26B-4B57F2752995

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/ED040427-071B-4B33-9816-227B36D06637.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/0B4E83F8-6F01-462E-89F3-4D4CA4E9E4EE.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/007A294A-2089-4450-A22A-CCA0E64CB0A3.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302208795_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/0E45C4BB-1EEF-4BF1-AC72-FDC723F02C44.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/com-facebook-sdk
-PersistedAnonymousID.json

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302142727_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302161168_envelope.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/172013073450246116831938659966885644171

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/1039020096324377700718059834902139698836

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/agmanifest.plist

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/1720130734502461168310114943664113236892

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/CLSUserDefaults.
plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302225955_envelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/servers.vpn

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/BAB3FFB2-7E0E-45B9-AE3E-22751D546A9C.log
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Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/99249784-024A-4889-8071-3294CEB54D36.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F3595B86-5BD6-4D40-93C0-218659C8C113.gz

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/172013073450246116838691452468505553940

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302227906_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/357627EE-2EBD-40E2-9A9C-741232D2706C.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F3595B86-5BD6-4D40-93C0-218659C8C113.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/448D0B40-52B8-4A3B-9CB3-3449844B74BF.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/6D513895-05BE-46F2-ACCF-577924F1C879.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/272D2833-2A96-4251-9F4E-D60C765B6742.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8C9F8725-7736-4BC9-8041-8E479E11F84D.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B3339A06-128F-4C7F-AA53-BE9E221FB41D.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/CAE48715-A451-41CD-BFA1-A758148AED39.log

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/com-facebook-sdk
-AppEventsTimeSpent.json

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302207503_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/7E12C4F0-56E5-47A4-AD39-63628325E05C.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/com-facebook-sdk-AppEventsPersistedEvents.json

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/886A9CE0-3FFD-429F-973D-201BF8AA1B3B.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302161168_e
nvelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302146620_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/iTunesMetadata.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/E481D95A-96D6-47E9-B4CA-8B69FDCD8E64.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B3339A06-128F-4C7F-AA53-BE9E221FB41D.gz
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Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/exchangeIdentity.j
son

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/1E11F7EF-4E8D-499E-8E01-ED7345E2982F.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/A8DCD83F-6BF3-4690-B9F7-55EA157B12F6.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/5EAB78E2-6A70-45A5-8BD6-6B979F0BD069.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302216716_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/BB165B41-3DE4-413B-AD58-27A27208C9D7.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/9ABCAF26-45DC-4D32-87E3-EBD2B0C942A7.gz

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/91349195663463469179510860190675676465

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/287DAB3C-A0F4-4BC8-972E-1C3FC4F08CF2.gz

Read/Write  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/v
3/active/0432b3ae3b324d49a8bba80146dd6d6d/sdk.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/EDF1DCD0-6ECB-4905-8A40-1CE87DA5C009.multipartmime

Read Only  //private/var/Managed Preferences/mobile/com.apple.locationd.plist

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/1720130734502461168311738857879510791819

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302214655_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/0AD40119-6278-4EE8-A76A-E434C70E4CB7.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/54A507A6-02CD-486B-A0A1-C309907C3D1F.gz

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/mobi.mobilejump.freevpn

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Application Support/com.crashlytics/CLSUserDefaults.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/EF480A34-2868-44CC-9351-F59439F19C31.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/65E9EC2B-DF28-4EFA-B947-7FA396E2C0CB.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B7089588-9956-4EEF-84F6-E662D3A6D19C.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F973976E-72E0-4555-8CA8-A32E8AAEE49D.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/41BEA144-6607-4707-A386-C5D08BA9569B.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/54A507A6-02CD-486B-A0A1-C309907C3D1F.log
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Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/103902009632437770076865854842937718261

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/FB5EC25E-0CEF-4C51-BC5A-082BAF5DDCF3.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/287DAB3C-A0F4-4BC8-972E-1C3FC4F08CF2.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302282037_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/01BAAADC-5036-4DC0-9EA4-3FA149DCFCC9.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/886A9CE0-3FFD-429F-973D-201BF8AA1B3B.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Documents/userInfo.a

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302253548_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/5CB2664F-1CAE-47E2-93F8-301C6EB1D4C7.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/FIRClearcutLogger/greenhouse/137/155130164549
3

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/99249784-024A-4889-8071-3294CEB54D36.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8B7CDE5D-EA89-4C6A-B986-DA118C06EFFD.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/A4F1A1E2-5B6A-4D00-9D3C-5536F2773D68.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/6AE33964-6499-4BBA-8B7C-C5737BC5C5A0.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551301646616_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/3A032E27-3933-4D94-9D21-60608873EE23.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302154916_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F8BFA714-8366-424F-A758-813F61A13BFD.gz

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/crash_metadata

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302255624_envelope.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/137231541608522814891581917238404283277

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/797B4172-B772-432F-9079-B85D33FFE61A.multipartmime

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302227906_e
nvelope.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/103902009632437770072300828572549587184
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Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/4BB1E876-9710-48EA-9B62-89E501060E01.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/0B4E83F8-6F01-462E-89F3-4D4CA4E9E4EE.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/7E12C4F0-56E5-47A4-AD39-63628325E05C.gz

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302142171_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302147565_envelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/agmanifest.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/io.fabric.sdk.ios.data/mobi.mobilejump.freevpn/s
ettings.json

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/AFF7452C-F83C-4FD9-A805-E2E0E330EC59.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8BF9CD16-B169-4116-9D42-C989EEA375DF.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/08F4DC47-036B-44BF-B180-B67F549C9DBA.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8235BFF8-8C28-4D65-9D0D-C2E21E646CE1.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/777DB2C2-7A3B-455A-B397-DEEBC92046A3.multipartmime

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/172013073450246139967568706295252818661

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn 2)/userInfo.a

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/448D0B40-52B8-4A3B-9CB3-3449844B74BF.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302215229_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/C324B267-D27F-4D05-A45B-AC290C934CB4.multipartmime

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/com.google.iid-ke
ypair.plist

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/91349195663463469174657304795099495884

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/FB9749AC-C5AA-4ABE-866A-294BABAD8418.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/19F2F96F-9150-42E5-B8B6-4FC2B2FE13E4.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Application Support/Google/FIRApp/FIREBASE_UNIQUE_IN
STALL

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/ED040427-071B-4B33-9816-227B36D06637.log
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Read Only  //private/var/Managed Preferences/mobile/com.apple.CoreMotion.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/40DB7C98-4125-4908-976E-36E12CF163D5.multipartmime

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302254590_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/44463BD2-3512-413F-A10F-123887F13B72.gz

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/91349195663463469177238126024527451290

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/2A71D329-DD20-41AB-9FFC-156A7D9CEAA6.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/80B633DB-095C-4F58-BCE4-BB10A2735556.gz

Read/Write  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Application Support/vpn/vpn.sqlite

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/E593707E-0A9B-4604-9B3D-89B37C1715D0.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B12E4C13-30CA-41D0-8697-72D5A2AA59DC.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/334C2623-3DCF-4D6E-BF64-1FE60C633C9D.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/4BCDEB1B-4646-4C33-BD89-82637D2F0287.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302251304_envelope.log

Read Only  /var/mobile/Library/UserConfigurationProfiles/EffectiveUserSettings.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/5EAB78E2-6A70-45A5-8BD6-6B979F0BD069.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302208795_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/97DCAA53-A525-4F38-8870-072E28D55559.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302142727_envelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/exid.dat

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302279456_envelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302255624_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/569B417D-E997-450B-BF12-7FB8C1A010AA.gz

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/CFNetworkDownload_BkSLCC.tmp

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/2A254EDE-2974-46B0-96E3-8ADD89008542.multipartmime
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Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F21E4CC5-F5C2-4C5C-A55E-9D12A9291BF4.gz

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302217735_e
nvelope.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302162486_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302205662_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/72686AEF-40D3-4FDC-9572-85C88C706D24.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/69961C9A-878B-4E69-A403-B3D388B12ABA.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/31C9562E-FD1D-4A42-83A1-F42BD27B8CF4.multipartmime

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302147565_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/253D5196-AB08-474D-BC70-1EF85EB1A7B9.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302142171_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/30C6A554-9332-4607-974E-62E4ABB37FD8.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F8BFA714-8366-424F-A758-813F61A13BFD.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/AdMob/255574bbdbbe08c.gcache

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/652876EC-49D5-4FBF-9E62-61E459D7D75D.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/44463BD2-3512-413F-A10F-123887F13B72.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/45636A1C-FEAD-429D-A5D7-1470A954F570.multipartmime

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/1039020096324377700713464754424355312479

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/5CB2664F-1CAE-47E2-93F8-301C6EB1D4C7.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302154916_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/B0E03DE8-E80F-4331-B287-FB8EADB69703.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/ADB22080-51CE-42BD-BB6E-AA33F376CA31.log

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302205662_e
nvelope.log

Read Only  /var/mobile/Library/Caches/com.apple.UIStatusBar/15B93/images/913491956634634691711652710786917896870
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Read Only  /var/mobile/Library/Caches/com.apple.itunesstored/url-resolution.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/79D8FF71-E384-42D7-A7BF-816121A56B0A.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/272D2833-2A96-4251-9F4E-D60C765B6742.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/022AA4CE-04D2-43C4-8080-4F40004B781A.multipartmime

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/g-checkin.plist

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/A4F47965-CA94-4E16-9B03-6E0F015A5E06.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302207503_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/72686AEF-40D3-4FDC-9572-85C88C706D24.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/8C9F8725-7736-4BC9-8041-8E479E11F84D.gz

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/68CC2151-8F21-43DC-AAD2-D7D03DCC66C4.multipartmime

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/.umeng/1551302215229_envelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/023A8552-7EE0-4EB4-97F9-FBE2444376BC.multipartmime

Read/Write  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/tmp/(A Document Being Saved By vpn)/1551302225955_e
nvelope.log

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/E2B3380D-04C0-4500-8717-05376E37E169.log

Read Only  /private/var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Cookies/Cookies.binarycookies

Read Only  /var/mobile/Containers/Data/Application/9DE96728-2F9C-4FD2-82DB-A05FECD3C0C5/Library/Caches/com.crashlytics.data/mobi.mobilejump.freevpn/a
nalytics/v2/events/F5EEA8A9-4439-4D3A-8E6C-620A863569D1.multipartmime
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Appendix

Standard Description Details

Threat
Score

The threat score is based on the types of issues that were found during
analysis.

The threat score is a combination of the number of issues found
and their risk level. If you have customized your threat score
profile, those changes will be reflected in the threat score.

Low Risk: below 35

Medium Risk: Between 35 and 75

High Risk: Above 75

OWASP
Represents a broad consensus about the most critical security risks to
applications

We analyze the app and provide score based on Top 10 OWASP
Mobile Risks

NIAP
A U.S. Government initiative established to promote the use of evaluated
information systems products and champion the development and use of
national and international standards for information technology security

We analyzed the app and provide score based on NIAP Protection
Profile for Application Software

GDPR
A regulation in EU law on data protection and privacy in the European Union
(EU) and the European Economic Area (EEA)

We analyzed the app and provide score based on GDPR Articles
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